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AID – Template – Recommendation of a Physical Audit

IBPL Sample Template
Recommendations for a Physical Audit of IT Assets 
Introduction

Conducting physical audits of IT Assets is technically a subset of the Discover IT Asset process.  The Conduct Physical Audit process results in the creation of an inventory dataset or modification to an existing inventory dataset, based upon the information collected.  The term physical audit is used to imply that the audit is performed through a process of human observation, and may be assisted with technological tools, such as bar-coding equipment, spreadsheets, and discovery software or database technologies.

Managing an IT Asset inventory means tracking designated assets through all stages of the IT Asset life-cycle.  Managing an IT Asset inventory therefore is not the same as a typical warehouse or stock-keeping inventory where you are checking the supply of unassigned assets in storage.  A host of questions need to be answered by this activity such as:

· Where is it?  Location is usually a physical location from an asset management perspective, although IT operations and network personnel may want to know about a data port or jack ID location, too.

· Who is using it?  From the user name, a department and financial responsibility are typically implied.  

· What is the configuration of the asset?  Whether planning an operating system upgrade or tracking a leased asset, the configuration of the asset is important.

· What other assets are in use with this asset?  Information about assets is incomplete unless the links between assets (such as software on hardware) are available.

· What is the condition of the asset?

· What is the life-cycle status of the asset; e.g., Received, Staging, Storage, Deployed in production, Retired, etc.?

A physical audit often involves a group of technicians systematically inspecting each office and each piece of equipment in that office, including closets and storage areas.  Each technician is given a list of the equipment that was found on the previous inventory, which they then update with corrections, additions and deletions.  The activity differs from the warehouse or stock-keeping inventory in that the IT Asset audit requires greater skill and judgment to be executed rather than simply identifying and “counting” components.  Information collected often must include the configuration of the hardware, software installed on the computer, location and user.  Inventories can typically include servers, printers, fax machines, as well as the desktop and laptop computers.

Long nicknamed “sneaker net” for the often more casually dressed technician flying through the business floors, physical inventories have been a staple of business for some time, particularly with corporations slow to adopt IT asset management programs because they regard it as a fixed asset issue alone.  An occasional physical inventory would be used to give a periodic update on assets without controlling how those assets got there, how they were used and where they went.  The information from the physical inventory went into spreadsheets and was either updated manually or simply left as is until the next physical inventory.  

This approach to IT asset management is finally disappearing through increased awareness of the benefits of true asset management, plus the expense of the labor-intensive physical inventory.  The increasing popularity and functionality of discovery tools and software distribution tools has also cut down on the reliance on physical inventories.  What is apparent now is that the occasional use of a strategic physical inventory can be a wise choice for any organization and is a recommended practice for a successful IT asset management program.  As the best way to resolve the build up of discrepancies, a regular schedule of physical inventories conducted on an ongoing basis throughout the organization’s facilities functions as an audit of the life cycle processes in place.  The results of the inventory are analyzed to find the problems with processes and security issues.  Discrepancies are evaluated and eliminated by the asset manager.  
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Figure 1 – Physical Audit of IT Assets Augments Automated Discovery and Validates Ownership Records
Physical audit of IT Assets is an often contentious topic.  It is not always easy to justify the value that offsets the cost of conducting periodic audits.  Despite these obstacles, it is important to be clear:  A physical IT Asset audit is the ultimate validation of the business ownership records. And, of equal importance, a physical audit will result in information that identifies process exceptions and creates an opportunity for root cause analysis and user education regarding IMAC and disposal processes.  

The ultimate factor in determining whether or not to implement an Audit Process will be based upon the relative importance to the organization of the following potential business drivers:

· Level of business process maturity desired for IT Asset Management

· Acceptable tolerances for errors in IT Asset inventory accuracy

· Criticality of the IT Assets and security of the information they contain

· Requirement for the ability to conduct proactive license compliance audits

· Support for security and information protection management requirements

· Detection of theft, loss and misplacement

· Regulatory compliance

· Accuracy of fixed-asset accounting records, avoiding excess tax liability

· Management accountability for appropriation of funding, e.g. government provided funding, grants, customer funded programs, etc.

· Safety and protection from external threats, exposures, disruption, terrorism, etc.

· Ability to accurately plan for insured-loss property and casualty coverage and to support the ability to generate claims in response to trigger events for such coverages.

It is important to consider the physical audit process in the context of how IT Assets enter the environment.  Table 1 illustrates a number of common ways that IT Assets can enter the realm of the organization.  Note the reliance on physical audit, policy and enforcement to deal with those entry mechanisms that have been deemed unacceptable.

	Entry Mechanism


	Permissible
	Detection / Mitigation

	Delivery of purchased assets
	YES
	IT Acquisition, Receiving processes

	Delivery of leased assets
	YES
	IT Acquisition, Receiving processes

	Electronic download of software
	YES / NO
	As authorized only through: IT Acquisition, acceptance processes. 

	Employee owned assets
	NO
	Audit, Policy, Enforcement

	Employee purchased with expectation of business reimbursement
	NO
	Audit, Policy, Business Exception, Enforcement

	IT Assets of undetermined origin or those that have been lost, misplaced or hidden for an extended time
	NO
	Discovery, Physical Audit

	IT Asset ownership by merger or acquisition.
	YES
	Discovery, Physical Audit

	IT Assets purchased with corporate credit card
	NO
	Discovery, Physical Audit

	Customer Furnished Equipment (CFE)
	YES
	Business Acceptance Process

	Government Furnished Equipment (GFE)
	YES
	Business Acceptance Process

	Vendor Evaluation or loaner equipment
	YES
	IT Acquisition, Receiving processes

	Intangible IT Assets: software, firmware, digital rights, network circuits, telephone ports, voice mailboxes, etc.
	YES
	IT Acquisition, Provisioning Processes


Table 1 – Common Mechanisms for IT Assets to Enter the Environment

Software and other copyrighted works of intellectual property deserve special mention here.  In the cases of such works, which should include digital media such as audio files, video files, software, fonts, etc., the IT Asset being managed is primarily the license, not the copies of software itself.  When we license software we are entering into a legal agreement that grants us the right to use the copyrighted work in certain ways that are specified through the terms and conditions of the agreement.  As such, it is critical to include all legal documents pertaining to licensing and support services of such copyrighted works as part of our physical inventory.  In addition, control of the distribution media and related documentation such as user manuals, technical references, etc. often must be managed as part of the licensing terms and conditions.  Therefore, in determining the physical audit process for an organization, the extent of Software Asset Management that is in scope of the effort must be determined in advance.
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Figure 2 – Physical Audit Report – Not a Pretty Picture!
Process Orientation

Conducting physical audits as a “fire-drill” exercise is symptomatic of greater process issues in the IT infrastructure.  In order to be of optimal value, physical audit should be treated as a component of the business processes defined for managing the life-cycle of IT Assets.  As an example, consider an organization that is experiencing a high rate of failure to identify and return leased assets.  The fact that the assets cannot be found without resorting to a physical audit could point to the lack of consistent, enforced processes for IMAC.  Performing “discovery” in such a fashion can lead to a “cat chasing it’s tail” syndrome, in that as soon as one physical audit has been reconciled, it may need to begin over again.

Physical audit, as a best practice should be a supporting process to augment automated discovery tools.  Ideally the results of both the discovery tool inventory and the resulting physical inventory are reconciled with ownership data in an IT Asset repository, thus creating a “single source of the truth” for the IT Asset Portfolio.  Table 2 shows standards recommended by IAITAM for frequency of physical audit.  Clearly these timeframes need to be defined by each organization in the context of cost, asset class and criticality of the information:

	Asset Class


	Minimal
	Conservative

	
	
	

	Desktop and mobile computers
	Every 2 years
	Yearly

	Server and Network Infrastructure
	Yearly
	Six months

	Other asset classes…
	-
	-


Table 2 – Recommended Audit Frequency by Asset Class
As a fundamental business practice, the value of the information produced and the conclusions that are reached must exceed the cost of performing the audit activity.  For this reason the activity should be treated as a business process which is owned and measured over time.  The measurements, being carefully established, should support the end-goals as well as provide a way of trending improvements in accountability and performance.

Results of ongoing and subsequent physical audits must be stored in a common reporting format to support the ability to measure and trend results over time with minimal data “scrubbing” and transformation effort.


[image: image3.emf]Service Offering:

Business Process:

Functional Capability:

Business Value / 

IT Value:

IT Asset Life-cycle Management

· Service Level Performance

· Costs

Manage IT Asset Portfolio

Discover IT Assets (sub-processes)

Automated Discovery

Conduct Physical Audit

Knowledge, Skills, Performance and Tools

· Discovery tools

· Identification tools – barcode, RFID, standards

· Human performance, procedures, training, 

accountability

Key Performance Indicators (KPI)


Policy for Physical Audit

Authority, Responsibility and Accountability

Corporate policy or directive should assign responsibility, authority, and accountability for the performance of physical audit and for the results of the audit. Establishing such a policy will pave the way for understanding, cooperation and consistent performance of the physical audit process.

Procedures

The policy that sets requirements for physical audits of IT Assets should reference a defined set of procedures that are part of the overall process.  Written procedures are critical to ensuring that physical audits are conducted in a repeatable way across the organization and over time.  The repeatable and consistencies of the data are critical since business decisions will be made based upon the findings.

Planning and Requirements

Types of Physical Audits

We can characterize physical audit of IT Assets into different procedural categories that depend on the circumstances in which the audit is conducted. The nature of physical audits often used are as follows:

Physical Verification Audit

Does the asset exist?  Where is it located?  Who is using it?  The Physical Verification Audit can be a spot check, however it can also be part of a broader sweep during which asset information is collected at a rudimentary level throughout a physical location, such as a room, building or site.

Asset Information Verification

Asset Information Verification should be performed during all instances of “touching” the asset.  This translates to any procedure considered to fall under the IT Change Management process areas, often referred to as IMAC (Install, Move, Add, Change).  As a best practice, any activity performed as part of an IMAC should result in a verification and update of the IT Asset Management inventory system record and the IT Asset Repository.  Thus as a part of all implemented IMAC processes, a mini-physical audit is performed in which key IT Asset information is validated and updated.  For example:  Is the equipment located where shown?  Is the manufacturer, model, barcode, serial number and capacity information correct?  Has ownership changed?

Full-scope Physical Audit

A Full-scope Physical Audit is intended to discover all IT Assets to a level of information that is deemed sufficient for IT Asset Management purposes.  The Full-scope Physical Audit will typically be conducted in two circumstances: 1) When a facility or corporate entity is acquired or when ownership of a large number of facilities and included IT Assets changes ownership, and; 2) As part of a periodic cycle of verification performed on an ongoing basis.

Planning for the Physical Audit

Managing the Workload and Cost

Most of the contention involved with the decision of whether or not physical audit is required has to do with the cost to perform as well as fixed resource constraints and sometimes lack of the appropriate tools, such as bar-coding and IT Asset tracking systems.  A planned approach to performing the audit is essential and the most common technique is to perform the audit on a rolling schedule where the work is broken down and performed on a weekly, monthly, quarterly or other time-limited basis.  Thus the workload can be spread out over time and even assigned to different teams on a rotation basis.   Other cost mitigations to consider are the use of less expensive contract labor, outsourcing of the process, or hiring interns or college students to perform the work.

Determining the Audit Sample Population

Determine the population to be inventoried. A population may be defined by equipment type, value, location, age, controlling organization or program, use status, or other control categories. 

Determine whether to conduct a complete inventory of those categories or employ a sampling technique. If sampling techniques are employed, determine the sampling method and size before selecting a sample. The sample must be adequate to yield data of sufficient accuracy to meet the desired objectives. If find rates or other data are required for subsets of the population, for example by organization, then sample sizes must be sufficient to yield data for those subsets with sufficient accuracy and precision to be valid and useful.

The subset of IT Assets within scope of the audit, or sample population, should be established prior to beginning the audit activity and then “frozen.”  New receipts after the beginning of the period should not be included, nor should items that are modified as part of an IMAC process, from physical inventory reconciliation and statistics. For this reason it is important to break the audit into manageable chunks that can be accomplished within a limited duration of time.

Human Factors

An audit that has been planned and communicated in advance can go very smoothly.  However, an audit can also threaten individual perceived control or ownership of their personal or departmental equipment.  Employees and managers used to fending for their own IT needs may approach audits with suspicion or by hoarding and concealing certain items.  These situations are often best addressed through senior and line management communications about the importance of the audit and the value of the resulting information as well as an understanding of the consequences of non-compliance.  There is an old story about a supply depot officer in the military who bulldozed a trough in the desert, lined it with plastic and filled the trench with computers and test equipment that had been “appropriated” over the years.  After the DoD audit was complete, the equipment was unearthed and restored to its former locations.  We’re not sure if this story is true, but so it goes, this is the point we are trying to make.  Be thorough.

Education

Minimum and desired requirements for knowledge, skills and experience should be determined for those who perform the physical audit.  These are documented as part of the audit plan and applied for all new personnel who assume performing roles.

Communication

Objectives, purpose, timing, expectations, responsibilities are all part of the information that should be communicated in advance of a physical audit.  These messages should be developed in advance and made part of an overall IT communications plan to ensure understanding, minimize conflicts, increase cooperation.  It is not unusual for advance knowledge of an audit to result in hoarding or hiding of physical assets, based upon fear or ignorance of the consequences!

Independent Verification

Some organizations have requirements for independent validation of results. This validation can be incorporated during the audit conduct or occur afterwards.  The requirement for such attestation should be addressed in the planning stage.

Conducting the Physical Audit

As a best practice, IAITAM recommends that an inventory report be generated for the presumed sample population from the IT Asset Repository or other system of record. This report is used during the performance of the physical audit, with the important caveat that the audit inspections are not limited to identifying those assets on the report.  Thorough physical coverage must be ensured to identify missing and misplaced equipment or unknown equipment.  A wall-to-wall approach is critical. Typical real-world examples are finding high-value server or telecommunications gear in storage closets that are brand new and for which all records were lost.  Another real example described by an IAITAM member described the IT staff storing laptops and data backups behind the seats of corporate delivery trucks because this was perceived to be a secure location!  This happens more frequently than many organizations would care to admit.  To underscore this, the following is a short-list of locations where assets may be concealed, stored and/or forgotten (all based upon known examples):

· Under raised floor tiles in the data center

· Telecom and computer racks used as spares storage

· Locked office supply cabinets

· Telecom / network closets

· Storage closets

· Audio-visual control rooms

· Disaster recovery sites

· Manufacturing supply and material holding areas, finished product shipping areas

· Under employee desks and cubical storage areas

· File cabinets

· Record retention storage areas

· Employee homes and cars

· Loading docks and hallways

Will your audit address these possibilities?  

Reconciliation of Inventory Data

After the inventory is taken a discrepancy report is developed from the initial report and the audit findings.  This represents the accuracy gap.  In order to resolve each discrepancy the process should include reports from additional sources of information, including but not limited to:

· Discovery tool inventories

· Fixed-asset Accounting System

· Property Management System

· Procurement System Records

· Departmental Records (local spreadsheets, databases, etc.)

Correction of Discrepancies and Updates

The process for updating and correcting the system of record post audit should be fully documented as part of the procedure.  When developing the correction/update procedure consider the following factors:

· Review and approval requirements (E.g. two-signature, auditor, etc.)

· Procedure for recording information about previously unrecorded (unidentified) assets.

· Reporting requirements

· Storage of final correction information, reports and reconciliation data.

· Authority and end-user role based security for personnel permitted to make updates

Audit Data Requirements

Audit data collection must be determined with full knowledge of the outcomes that are desired. 

At a minimum, a physical inventory simply validates the existence and location of IT Assets.  Other information may also be verified or updated.  Location to location spot checks and can help to determine the record accuracy status that existed prior to the commencement of the physical inventory. 

For example, a common decision is whether or not a control system is effective; the find rate by value or number of items is often used as a key determinant.  The number or percent of unidentified assets is an indicator of an organization’s success at achieving control throughout the life-cycle.

	Entry Mechanism


	Required / Optional
	Comments

	Asset tag number or RFID unique number
	YES
	Externally readable identifier

	System serial number
	YES
	

	CPU or motherboard ID, internally encoded service tag
	Optional
	Internal system identifier

	Asset class
	YES
	Determines the asset class or category of the device.  This must be standardized, should be selected from a drop-down menu.

	Manufacturer
	YES
	

	Model number or type
	YES
	

	End-user or custodian name
	YES
	May include multiple fields: E.g., user name, employee number.

	Organizational owner
	YES
	May include multiple fields: E.g., organization name, organizational code.

	Physical Location
	YES
	Unique location code.  

	Audit date
	YES
	Date of physical identification, or date or date of update of corrective information to IT Asset Repository.

	Auditor
	Optional
	Name of person performing audit.

	Asset life-cycle status
	YES
	These are predefined values that correspond to the designed life-cycle: E.g., receiving, storage, dedicated spare, production, staging/pre-release, retired, etc.

	Attached or associated components
	Optional
	Typically may include display device, attached storage, peripherals, etc.  These are best tracked as separate assets, but can be associated with a “master”.

	Processor speed, type, number
	Optional
	Multiple fields.  Important consideration for software license entitlement purposes.

	Power consumption
	Optional
	

	RAM capacity
	Optional
	Amount of RAM installed.  Rarely collected.

	Fixed disk drive quantity and capacity 
	Optional
	Rarely collected during physical inventory.

	Network interface
	Optional
	

	NIC address or IP address
	Optional
	


Summary

As always, let’s keep it real world. Here are some fundamental check-points to assess whether you are ready to conduct your physical ITAM audit with confidence and a high degree of success:

· Identify stakeholders and clearly confirm their goals.  These are the outcomes and justification for the audit effort.

· Establish and confirm the information requirements and the reporting desired.

· Define the scope of IT Assets to be included in the audit, but allow the findings of the audit to recommend and potentially expand the scope depending on what new classes of devices are discovered.

· Establish targets for inventory accuracy.  Based them on supported business criteria.

· As with any project, conduct the planning with diligence

· Implement a change management process and ensure that it includes procedures to maintain IT Asset information accuracy post-audit.  Incorporate education and communication of the change management process with the audit process rollout.

· Conduct the physical audit in a way that identifies missing and previously unidentified assets, not simply confirming existence of known assets.

· Build preliminary and ongoing communications as formal component of the project.

· Conduct a formal post-audit process review and implement corrective actions for the next iteration.
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