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PRG – Template – Establishing Scope of Managed Assets  

IBPL Sample Template
Establishing Scope of Managed Assets 

Introduction

What to manage?  What is an IT Asset?  These are the questions.  There are many choices to be made and clearly, to not carefully consider this also results in making a choice, by default.  The cost of accepting a default or historical presumptions about what to manage could be significant.  Also, leaving out particular assets could result in significant missed opportunity.  Organizations often establish de-facto approaches to what to manage in an evolutionary way.  Here are some common examples for determining what constitutes a managed IT Asset:

· Those are what we have always been told to manage.

· We manage all IT related assets, except telecom, copiers and faxes.  Those are handled by different groups.

· Anything that exceeds the capitalization threshold.

· Anything over $500 with a “brain”.

· All hardware and all software applied to the hardware.

· We only manage desktop computers.  Laptops are too hard to pin down and we don’t know what software is running on them.

Acceptance of historical positions for what to manage and how much to manage is risky.  We will detail the considerations and some recommended approaches for determining what to manage in the following sections:

Principles

In general the following principles apply:

· The Scope of Managed Assets, should be defined based upon a review of the business requirements, costs and risks associated with each class of asset.  

· The level of management deemed necessary for each asset class should be established:  For example:  Manage by standardization only, Manage by tracking physically, automated inventory (discovery), managed through operational processes (lifecycle), managed through operational monitoring and automated controls, manage through physical and environmental controls.

· Weigh each consideration against the cost and investment required to perform the management.  

· Maintain the Scope of Managed Assets over time and evaluate with respects to changes in the needs of the business, cost of management, changes in technology and legislative changes.

· Reference and enforce the Scope of Managed Assets through policies that establish authority and responsibility for IT Asset Management as well as IT Standardization. 

· Communicate the Scope of Managed Assets to create awareness and importantly explain the benefits to doing so.

Authorities

Can a program be effective without authorization by the organization at the entity level? A key phase of the program will be to establish the organizational authority for IT Asset Management.  Do not underestimate the significance of this step.  The purpose of this activity is to define the authorization and scope for the IT Asset Management program.  Describe here specifically how IT Asset Management is tied to the overall organization’s strategic intent, business goals and IT operations plan. 

ITAM Program Authorities

In establishing the IT Asset Management authorities, we strive to address the following questions:

· What is the authority for the IT Asset Management (ITAM) Program?

· Who is the ITAM Program accountable to?   Chief Financial Officer (CFO), Chief Information Officer (CIO), IT Governance Team, PMO, etc.

· Have the goals and intentions of the IT Asset Management program been articulated and understood at this level?  I.e., have we established why the program should be authorized and what business values will be gained by investing in the program as opposed to more tactical methods, or doing nothing?

· Who is this authority granted by (I.e., role)?

· Does a policy or directive exist that authorizes these authorities?

· Who is this authority accountable to (role)?  This role will fulfill the responsibilities of the “Executive Sponsor”.

· What individual (role) is assigned to execute the program initiatives?  This role assignment becomes the IT Asset Management “Program Manager”

· What classes of assets are included in the scope of management?  The answer to this question defines the “Scope of Managed Assets”. 

Stakeholder Identification

The purpose of the Stakeholder Identification step is to define the stakeholders of the ITAM Program.  A stakeholder is a constituent who has a vested interest in one or more of the business outcomes of ITAM program.  The management of those organizations or teams who have a vested interest in the successful outcome of the program and further, those whose support is required to be successful.  Consider the following roles:

· IT Steering Committee, IT Governance Team

· Each IPT or Line of Business Leader

· Information Technology Advisory Group (ITAG)

· IT Leadership, CIO

· Finance, CFO

· Six-sigma Team

· Risk Management / Information Security

· Supply Chain, Procurement, Vendor Management

· Personnel / Human Resources

· Legal / Policy Management

· Corporate Communications

· Technical Document Library

Research and Preparation

In order to foresee the potential range of IT Assets to be considered for the scope of management, it is essential to conduct some fact finding and research.  Consider the following sources of information to go about this:

· policies; 

· IT standards and service catalogs;

· service desk incident and category information

· network diagrams; 

· existing inventory data; 

· facilities and location demographics and coding schema; 

· infrastructure architecture; 

· procurement records; 

· human resource summary level information including job-title, role descriptions, new hire rate, separation and turnover; 

· finance chart of accounts, 

· general ledger historical and summary level information, 

· fixed-asset accounting information relative to IT spend related categories; 

· operational procedures; 

· IT process documentation; 

· IT systems architecture; 

· compliance related controls and objectives.

Schedule interviews with personnel in the Information Technology organization, finance, procurement, human resources, key stakeholder organizations and lines of business.

Development Activities

The following are the high-level steps that should be detailed and planned to result in the Scope of Managed IT Assets deliverable:

· Identify management criteria

· Solicit inputs

· Follow-up and accumulate requirements

· Create base list

· Evaluate base asset list against management criteria

· Document design and specification of criteria

· Review and approval

· Publish

· Incorporate into communication plan

Business Considerations for Determining the Scope of Managed Assets

Inevitably, there is a cost to managing assets.  These costs include the time of all the individuals that participate in the life cycle of the asset, the tracking of the asset and the systems involved in hosting the data required to manage the asset.  For each type of asset, the decisions that need to be made are whether to manage the asset type and at what level should the asset be managed, weighing the cost versus the benefit (or risk reduction) received.  

Factors

Cost of asset


The greater the cost, the more valuable managing the asset becomes.  Estimate the total number of assets in your organization at any one time.  Volume times cost gives one view of the impact, high volume is also a key factor in the amount of effort it will take to manage the asset type.

Life-expectancy

What is the estimated life expectancy for a new asset of this type.  Longer life span increases the value of managing the asset.  Is there a technology refresh program associated with or anticipated for this type of asset?  How will the asset be monitored and what criteria will drive a retirement decision?

Stocking and Inventory

Is there an requirement for staging, or maintaining spares or distribution stock internally? Stock can be maintained through supply chain management, but should be considered since managing the asset would make coordination smoother.

Maintenance

Are there associated maintenance costs?  The value of managing the asset could be significant if maintenance costs are high.  Lifecycle management of an asset will enable measurement of vendor performance and cost with maintenance, based upon not only the maintenance provider but also the manufacturer of the asset and the model type of the asset.

Other Associated Costs

For example:

Calling plan for a cell phone

Provisioning services

Preventive Maintenance

Subscription updates

Frequency or Radio Spectrum changes

Firmware upgrades

Information Security Risks

Risk of exposure of corporate information

Risk of loss or exposure of personally identifying information (credit cards, account information, social security numbers) or customer data?

Risk of loss or exposure of competition sensitive information

Risk of loss or exposure of information related to national security or that would enable terrorism. 

Ability to apply identity management and access control mechanisms to the asset

Ability to apply threat and vulnerability management mechanisms to the asset  Is the device required to run and update virus and spy ware detection software?

Leasing

Is the asset leased?  There is a risk to the organization which can justify managing the asset for some asset types.  Leased assets must be managed to avoid costly end of lease clauses.

Business Impact

How critical is the asset to the organization.  If the asset is compromised, will it affect one end-user, or will it prevent the organization from doing business in an entire region?

Impact of loss to productivity.  Can work continue using replacement systems or work-arounds?

If the asset is unavailable or missing, what effect will it have to projects, processes, and internal productivity?

Asset Acquisition and Vendor Management

Is redeployment possible with this asset?  Redeployment requires life-cycle asset management in order to determine when an asset can be redeployed as opposed to a new purchase or lease.

Is vendor performance management a goal for suppliers of the asset?  This too requires life-cycle management and process measurements.

Power Consumption

With the increasing density and speed of computing devices, energy management has become an even more significant factor in data center management.  It is not unusual to see a data center which appears half empty, but has required expensive HVAC and power upgrades as a result of consolidation with blade servers and virtual operating systems.  

Additionally, technology upgrade justifications can often be driven simply based upon reduced energy costs to the enterprise.  But this presumes that an ITAM capability exists which can account for and characterize power consumption based on class or instance of assets.  

Mobility of the Asset

How mobile are these asset types within the company.  Greater mobility increases both the need and cost of managing the asset.

Existing Management Processes

Do asset management processes and systems exist that could handle this asset class?  What are there operational costs?  An analysis of the existing processes and systems is essential to determine this.

Financial and Regulatory Compliance

Does the asset impact a financial control or does it comprise part of an application or system that is subject to reporting as required by Sarbanes Oxley or other legislation?  Accountability for financial transactions is a significant component of SOX compliance.  Organizations are proactively performing audits and identifying issues, including IT and asset related issues that should be better tracked.  These results will impact the decisions on whether to manage a set of assets.  This information can be characterized for each asset class and actual instances of assets to determine there relationship to such control and audit requirements.

Asset Classes and Characteristics

Because of the large number of factors and the unique circumstances within each organization, each organization must evaluate these factors and determine what assets to manage.  Once the decision is made to manage the assets, the next decision is to determine the level of detail that should be maintained about each particular instance of an asset.  For instance, for a leased desktop, it makes sense to manage that asset to the serial number and the specific location.  The classic example of an asset to be managed at a higher level of detail is the standard monitor.  There are some unique considerations for each class of asset.  Some of these issues are noted below.

Mainframes and Midrange Systems

Although there are typically few of them in an organization and they are most often confined to a data center, organizations chose to manage these assets because of the costs of the associated software and the pricing models used for that software.

Software

Application and system software is a key asset to the organization.  There are many reasons to manage but here are some of the most frequent and important.

Ability to know what software has been licensed and paid for.

Assignment of licenses to hardware platforms, capacity or users in conformance with the license metrics specified in the software license agreement.

Ability to conduct internal license audits, vendor required audits and external license enforcement audits with minimal disruption and risk of penalty. 

Knowledge of system configuration and version control

Ability to maintain an “evergreen” business continuity plan, and recover quickly from disaster.

Avoid costly loss of compliance and payment documentation in a disaster.

Minimize threats due to unauthorized software, downloading, etc.

Manage Volume Purchase Agreements, Master License Agreements and leverage costs.

Reduce over-purchasing of licenses.

Avoid disposal of hardware with out recovering license information.

Ability to redeploy software.

Manage software license entitlement based upon job role and position requirements.

Laptops


The mobile nature of these assets introduces complexity for tracking and the tools used for tracking.  During the selection process of a discovery tool, special attention must be placed on the architecture of the tool and the handling of remote and inconsistent users of the network.

Desktop Computers

Primary candidate for asset management, with benefits ranging from redeployment, leasing, software new release planning, refresh planning

Mobile computing devices, converged telecom devices, PDAs

Whether an approved asset or not, these devices are in the environment and must be dealt with at the policy level and have software checks for synching software at least.  Risk factors to the organization can be mitigated through technical capabilities such as a remote “clear and delete” command.

Internal Telecommunications Equipment

Uniquely complex to track due to different types of telecom contracts and the division of ownership between organization and vendors.

Cellphones

High error rate on shutting off service to cell phones on termination have pushed reimbursement approach rather than asset management.

Servers

Business continuity plays a big part in the design of servers and should be part of the decision on how to manage the servers as assets

Hubs, routers, switches and network appliances

Frequently low cost and often visible via a configuration management tool, these assets may not be tracked.  Sarbanes Oxley remediation activities have led some organizations to begin to include hubs, routers, firewalls and other specific network equipment as IT assets.  Service issues, where it is important to know where a particular hub or router is deployed is another reason given for including hubs and routers in the ITAM practice.

Printers


The high cost of printing supplies and the availability of multi-function printers (printer, copier, and fax all in one machines) have driven many organizations to change from personal printers to networked printers.  The rise in cost, the presence on the network, and the cultural impact of such a change has pushed printers into high profile for hardware asset managers.

Monitors


Traditionally, monitors were considered commodities like the keyboard and mouse and were rarely tracked.  With the availability of flat panels and other larger, more expensive screens, some monitors are now of significant value.

In general, it is a smart move to add IT asset management practices into the handling of assets, along with the existing network management and supply chain management practices.  But how to manage these assets requires more than one answer and not always the same answer from organization to organization.  The key to success is to analyze the benefits, risks and special needs introduced by an asset type and then build processes to best accomplish the maximum benefit with the least unnecessary work.  

The availability of data and systems to support the management of an asset type is also a consideration, impacting both choice and timing.  Application of IT Asset Management business practices is a gradual process, with expansion of the benefits occurring over time and often by asset type in phases.  The choice in phases may be based on organizational goals, executive interest, or the cost benefit analysis for that asset type.  Adding into the complexity of the analysis is the decision on the level of detail that is required to effectively manage a particular type of asset.  These factors make flexibility a primary consideration when evaluating systems to perform different aspects of IT asset management.

Life-cycle State Transition Model

The following diagram is an example of a state transition model.  The state transition model is developed in order to design the high-level life-cycle for a class of assets or even all assets.  The benefit of this level of modeling is that the various stages or conditions that exist for each asset can be seen visually in a very immediate way.  Once the life-cycle has been defined, each arrow represents a “transition” or process that occurs, which can then be modeled and implemented with the appropriate measures and automation.  
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Asset Classes

Asset Classes are defined in the ownership repository as a means to categorize managed assets, in a way that facilitates reporting, tracking and management of similar lifecycle processes.  In cases where an Asset Class is relatively general, various Subclasses may also be defined.  A further definition for Asset Type distinguishes broad classes of assets, such as software or hardware.

For each class of asset, standards will be defined.  Tracking is enabled for all of the currently defined asset classes.  That is to say, all instances of the following will be identified and tracked in the ownership repository.

For each class, there may be detailed variations developed for the underlying process that support it in both the life-cycle state model and the detailed process models.

Definitions

Definitions are important when categorizing assets.  Here are some examples:

A server means a computing device used in support of shared applications, networking services or storage functions.  It is assigned to a system or business function and not an end-user.

A workstation is defined as an asset class to indicate a computing device that is assigned for use to a specific end-user or individual function.  Note that in some cases a particular model of computer could perhaps be designated as a server and in a different application the same type of hardware could be designated as a workstation.

The following table is an example of asset classifications.  Question for discussion:  Why is furniture included in this table, as an asset class?  Would that be appropriate?

	IT Asset Classifications – In Scope
	

	Asset Class
	Asset Subclass
	Asset Type



	Software
	Application
	Software

	Software
	Operating System
	Software

	Cabinet
	Bookcase
	Furniture

	Cabinet
	Filing
	Furniture

	Cabinet
	Miscellaneous
	Furniture

	Chair
	General Purpose
	Furniture

	Chair
	Outdoor
	Furniture

	Chair
	Swivel
	Furniture

	Table
	Conference Room
	Furniture

	Table
	Miscellaneous
	Furniture

	Table
	Outdoor
	Furniture

	Table
	Credenza
	Furniture

	Laptop Computer
	
	Hardware

	Mobile Computing Device (PDA)
	
	Hardware

	Modem
	Fiber-optic
	Hardware

	Monitor
	CRT
	Hardware

	Monitor
	Flat screen
	Hardware

	Network Appliance
	
	Hardware

	Network Hub
	
	Hardware

	Network Router
	
	Hardware

	Network Switch
	
	Hardware

	Peripheral Device
	LCD Projector
	Hardware

	Printer
	Multifunction, network
	Hardware

	Printer
	Network
	Hardware

	Printer
	Standalone
	Hardware

	Scanner
	USB peripheral
	Hardware

	Server
	
	Hardware

	Storage
	CD-Array
	Hardware

	Storage
	CD-Burner, Multiple
	Hardware

	Storage
	Disk-array
	Hardware

	Storage
	Hard disk drive, removable
	Hardware

	Storage
	Magneto-optical library
	Hardware

	Thin Client
	
	Hardware

	Uninterruptible Power Supply (UPS)
	
	Hardware

	Workstation
	Single CPU
	Hardware

	Workstation
	Multiple CPU
	Hardware


Defining Required Management Information

For each class of asset, information should be defined that is necessary to support the objectives or outputs of the processes which will be impacted.   The following table represents a typical specification developed by an IAITAM member that defines the required and optional data to be collected about the asset class: Desktop Computer.   Note that there are many data items that may or may not be important to your organization. 

	Asset Management Discovery Data Specification
	

	Data Element
	Description
	Required / Optional

	CPU Serial Number
	Internal number from motherboard
	YES

	Asset Tag number
	External asset tag number
	YES

	Item Description
	Best selected from a drop down list
	YES

	Asset Category
	Defined asset class, drop-down list selectable.
	YES

	End-user
	Name, employee ID, could be multiple fields
	YES

	Location
	Could be one field or several.  E.g.  Site code, city, state, country, building, floor, room.
	YES

	Monitor
	Type, screen size, track as separate item
	OPTIONAL

	CPU
	Type of processor, make and model—usually from item description, the manufacturer name is often included here, or can be a separate field
	OPTIONAL

	Speed
	Speed of the processor – rarely collected
	OPTIONAL

	RAM
	Amount of RAM installed – rarely collected
	YES

	Hard Disk
	Number of disks, disk types, capacity.
	YES

	Sound Card
	Yes/no or a description
	OPTIONAL

	Speakers
	Yes/no or a description
	OPTIONAL

	Network Card
	Best selected from a drop down list
	OPTIONAL

	Modem
	Yes/no or a description
	OPTIONAL

	Operating System
	
	YES

	Printer
	Asset tag number
	OPTIONAL

	IP Address
	
	YES

	Word Processor
	Publisher, title, version, release, serial/license key
	YES

	Spreadsheet
	Publisher, title, version, release, serial/license key
	YES

	Database
	Publisher, title, version, release, serial/license key
	YES

	Presentation
	Publisher, title, version, release, serial/license key
	YES

	Web Browser
	Publisher, title, version, release, serial/license key
	YES

	Email
	Publisher, title, version, release, serial/license key
	YES

	Parent Child Relationship
	CPU as parent, monitor & printer as child
	YES

	Audit date
	Discovery or physical audit date
	YES


	Item 
	Value 

	Boot Time 
	6/6/2006 2:37:52 PM 

	Hardware Scan 
	6/9/2006 1:00:48 AM 

	Up Time 
	58:21:16 

	Current User 
	SYSTEM 
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