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POL – Template – Establishing Policies

IBPL Sample Template
Establishing Policies 
 Introduction

Having the right policies defined is a critical success factor for any IT asset management program.  Policies need to be clearly defined, understandable and enforced.  As a best practice, IAITAM has identified over thirty policy areas that relate directly to IT asset management and must be defined for any organization.  Once defined, the policies must be accessible and presented in a way that employees can readily understand what is required and why it is beneficial for the organization.  

Best practice policy management dictates that policies be enforced.  Therefore part of the transformation that must take place is that policies are uniformly enforced and non-compliance results in specific consequences.  This will ultimately lead to reduced risk of non-compliance and better protection of both the individual and the company.  

Lastly, policies must be managed.  Periodic review and updates to policy are necessary to reflect new industry practices, technological advances, compliance requirements and security risks.  Policies should reflect the current state and structure of the organization at all times.

In this topic we will address the following:

· What is a policy?

· Why policies are a key underpinning of any change initiative

· How policies relate to IT Asset Management

· Best practices for managing policies

· Core processes for policy management

· Who should be involved in developing and maintaining policies

· Best practice recommendations for policy concepts that are important to IT Asset Management

· Practical approaches and techniques for managing policies

What is a Policy?

Merriam-Webster defines a policy as “a definite course or method of action selected from among alternatives and in light of given conditions to guide and determine present and future decisions; a high-level overall plan embracing the general goals and acceptable procedures especially of a governmental body.”  Within some organizations, policies are also referred to as directives.  Whichever terminology you use, policies or directives are written instructions that specify what behaviors and actions are permissible and expected within your organization and designate those who are authorized to perform them.  These documents serve to guide, govern and even proscribe specific activities.
Definition:  Policy
Policies specify what needs to be accomplished and who is responsible for performing specific activities.  It is considered a best practice when writing a policy to explain why a given task needs to be accomplished or addressed.

Policies as Compared to Procedures

Have you ever seen the phrase “according to the policies and procedures documents that…”?  This is so commonplace that we feel it important to distinguish between the two.  A procedure is a specific sequence of activities that are performed to accomplish an outcome or goal.  Procedures often are an important part of a Process, which we define in another chapter.  

The review and approval process for these two different entities often requires different decision makers and levels of authority.  So, when structuring a policy, it is a best practice to separate procedures from the policy document itself.  Policies are more general statements of intent.  Policies do change and must be a revised from time to time, but the rate of change is typically much less than for a procedure document.

Definition:  Procedure

Procedures specify how a given task should be performed.  Procedures direct and guide the actions necessary to carry out specific activities.  Procedures often can take the form of a checklist or step-by-step instructions, for instance:  First perform Step A; then do Step B; then Step C; etc.

Procedures are the exact instructions on how to accomplish a task.  With fluctuations in people, organizations, duties, opportunities and improvements, procedures often are quite fluid.

Why Policies are Important

We said earlier that policies are a key underpinning of any change initiative.

There are different levels of ability to respond to events and control employee behavior in an organization.  At a simplistic level we can think about this as control, influence or cope.  That is to say, we can attempt to control some behaviors through specific measures.  If we are unable to control we next can attempt to influence behaviors.  Failing the ability to influence we still have the ability to put coping mechanisms in place to deal with any undesirable outcomes from the behavior.  It is useful to think about actions and their impacts in this perspective.

· Control

· Influence

· Cope

Example:  Loading of personal software on a corporate computer.

Do we control this, or influence behavior and back it up by responding to out-of-process events on a one on one basis?

How do Policies Relate to IT Asset Management?

Discuss how each of the following policies has a bearing on IT Asset Management efforts:

Expectation of Privacy

Acquisition of IT Assets

Use of Employee Purchased or Owned Software

Implementation Goals for Managing Policies

IAITAM has defined three core goals as part of the best practice for policy management:

· Effective implementation, including awareness

· Uniform enforcement

· Periodic review and update

Policies are Implemented

Setting policies is not an overnight activity.  You will have to take into account the environment, including organizational, cultural expectations, management communication techniques, physical infrastructure; the processes you intend to cover; and the ability of the enterprise to follow up.  An effective policy management discipline, like an effective project plan, must begin with a scope statement covering the operational expectations of the policy or procedure in question.

GOAL

Required IT Asset Management Policies are Effectively Implemented

Clearly defined, understood and enforced policies are a critical success factor for a proactive ITAM program:

In a way that:

Employees understand their responsibilities;

Employees understand why it is beneficial for the organization; and

Policies are visible

So that:

Employees can limit their violations; 

Employees can recognize when others are in violation of policies; and

Employees understand how to report and respond to recognized violations of policy.

Policies Are Enforced

GOAL

Policies Are Enforced

In a way that:

Is uniform across the organization; and

Evidenced through consistent, demonstrable consequences and actions

So that:

Risk of non-compliance is reduced;

Negotiation potential is increased in non-compliance and other legal situations; and

The organization and individual employees are protected.

Policies Are Reviewed and Updated Periodically

GOAL

Policies Are Reviewed and Updated Periodically
In a way that:

Industry trends are accommodated;

Technological and legislative changes are addressed;

Changes in company environment are addressed;

So that:

New compliance risks are understood and mitigated.

Core Processes for Effective Policy Management

Implement Policy

As in all projects, an effective manager must conduct a needs analysis to ensure that the enterprise identifies and clarifies the specifics of the policy or procedure under investigation.  Once a need is validated, the enterprise must determine if control processes can effectively be put in place through a specific policy or a procedure.  If the need is valid, then a representative individual or team must be identified, assembled and empowered to address the issue.  

At this step, it is critical to research the policy or procedure already exists, or has existed in the past, in the enterprise.  Research should include determining how the proposed policy or procedure integrates with existing documents both within and outside the enterprise.  How will the new guideline be accepted by the enterprise culture?  Research should include outside sources as policy guidelines are available for purchase from various sources.

Review and Update Policy

A team representing the involved groups can draft the initial documents.  Members of this team for policies may include front line managers as well as the strategic direction team for IT.  Procedure teams typically include the people who will eventually execute the procedure.  Once the drafts are prepared, distribute the document across the organization to determine how applicable it will be.  Move to the next step and modify as many times as necessary to gain real vision until there is general agreement as to the applicability of the document

Enforce Policy

Policies and procedures are of no value if they are not followed and enforced.  Effectively implementing policies requires a process of enforcement and verification.  It should be clear to decision makers in the organization that the mere existence of policies and procedures will not solve ITAM or SAM problems:  they must be visible, sup-ported and enforced.  

Team Building

Who should be involved in developing and maintaining policies?

Best practice recommendations for policy concepts that are important to IT Asset Management

Practical approaches and techniques for managing policies
Sample Employee Acknowledgement:

Any person violating any of the foregoing will be subject to appropriate disciplinary action, up to and including termination. Moreover, the company reserves the right to forbid the personal use of corporate IT Assets altogether, by some employees or by all employees, at any time, in the sole discretion of the Company.

I have been trained and received the corporate IT Asset Management policies.  I am fully aware of the company’s IT Asset Management policies and agree to abide by the policies.  I understand that violation of any of the above policies may result in disciplinary action, up to and including termination.

_______________________ 

__________________

Signature 



Date

Human Resources: Place completed form in employee's file

Sample structure

Worksheet – workgroups and then review

Recommended Policies for IT Asset Management

Scope and Authority for Management of IT Assets

This policy will communicate the authority of the IT Asset Manager. This policy should also demonstrate the seriousness of the IT Asset business unit.

End-user usage policies for computing devices, including desktop, laptop and PDA.

This policy demonstrates what the individuals using computing devices may and may not be allowed to do.  This policy is designed to protect the organization which is ultimately responsible for action that may be taken by the end user. This policy will also outline disciplinary action in the event that an end user breeches the policy.

Computing hardware acquisition

This policy will standardize the acquisition process throughout the organization therefore allowing the organization to gain control over the acquisition process of hardware.

Software acquisition and installation

This policy will standardize the acquisition process throughout the organization therefore allowing the organization to gain control over the acquisition and installation process of software.

Software code of ethics

Software code of ethics will definitively outline what is expected of users of the organizational software purchases.

Anti-piracy and copyrights

Anti-piracy and copyright policy will educate the users on the federal regulations covering protected copyright pieces. This policy will also outline the penalties for violation.

Supported hardware and software standards, approved alternatives and exception management 

This Policy dictates that standards will be used within an organization and how to handle the standard in the event of an exception including approved alternatives. 

Maintenance Standards

This policy outlines the maintenance standards of the organization. What is covered in maintenance, how it is covered, who to contact in the event of an maintenance issue, and allows the end use the knowledge on what to do in the event of an maintenance issue. 

Vendor Communication Policy

The Vendor Communication Policy defines roles and responsibilities for communicating with vendors.  Specifically this policy describes who may communicate with vendors from within the organization and what they are authorized to discuss.

Use of Internet and Other Electronic Communication Facilities

This policy dictates internet usage within the organization by the end users. This policy will also cover which type of sites, chat rooms, shopping carts and other personal usage may be done by users.  Explicit emails would also be covered under this policy.

Response to External Audit Requests

This policy outlines the what, when, who, and how of the response for and external audit. This policy is extremely important in the event of an audit by limiting the control of the response to those that are qualified and trained in audit response.

Removal of Illegal Software

This policy educates users on the authority of the organization to remove any software product from their environment that does not meet the standards or can not be proven as legally purchased. 

Internal Audit

The Internal Audit policy educates employees on the process and authorities of individuals for performing internal (IT / Finance / Security ??? ) audits.

Loss Prevention

This policy will outline the process for any type of loss within the organization. This policy also dictates how, where, when, and by whom the hardware and software may be used and transported outside of the organization. 

Asset Disposal

This policy will outline how, when, and by whom an asset may be disposed of. This policy will also dictate the security of information during the disposal process. It should also outline the documentation requirements and flow of the documentation across the organization.

Telecommuting (Work at Home) Policy

Work at home policy including provisions for use of personal software and hardware.

This policy will cover any work at home provision within the organizations software and hardware. This policy should clearly state what software can be loaded and what modification may be made to the hardware.

Data Management, Backup and Recovery

This policy will outline the requirement for data management, backup and recovery by the end user. This policy should cover how to, how often, and where to back up data. This policy should also outline for the end user what to do in the event that a recovery of data is needed.

Policy for use of Removable Storage Devices

This policy will cover use of removable storage devices within and outside the organization. This policy should include security of the information and loss prevent on information for the end user.

Policy notification and acceptance

This will outline the flow and acceptance of new policies to the end user as well as review of existing policies.

Vendor Management – Negotiation Policy

This policy will outline the organizations standards for negotiations, including who, where, when, what and how the negotiation process will be conducted. 

Use of Trial-use, Promotional and Donated Software

This policy will cover how “free” software is introduced in the organizations environment as well as the removal standards for “free” software. This policy should also cover patch and fix software that an end user may have access to load on the organizations equipment. 

Loaned equipment policy

This policy will dictate when, where, how, and under what circumstances loaned equipment may be used. 

Document Management Retention Policy

This policy will cover the retention of all IT Asset documentation including standards for retention, how and where the documentation will be retained, and a flow chart demonstrating the handling of all IT Asset documentation. This Policy should also outline retrieval information of the documentation.

Wireless Device Policy

This policy will outline how, who, when, and where wireless devices should be used within and outside the organization. The security of such devices should also be outlined in this policy.

Privacy of Information

This policy may outline the issues of privacy on organization equipment. Organizations use this policy to allow full access with no exceptions to privacy on their equipment. This policy may also cover internet usage privacy, remote privacy and right to audit privacy.

Self-assessment and Action Planning

So, how do you get started with Policy Management?   IAITAM has assembled the following policy assessment questions to help you establish strengths and weaknesses in your organization.  Our suggestion is to conduct an interview with a number of individuals in IT, procurement, finance, as well as the various end-user communities.  Make sure to include contract employees or visitors in the scope of your audit.  The results will certainly be helpful in defining a focus for ongoing improvements.  More on assessments in the next section!

· Review a complete list of all IT related policies.

· Review sample policies related to ITAM.

· Who in the IT organization is authorized to develop and review policy?

· Does executive management approve proposed policies?

· Have HR and Legal defined and agreed on enforcement of policies and consequences?

· Do employees understand, acknowledge and accept policies?  

· Is there an ongoing process to ensure that employees understand and comply with policies?  How is this determined?  Are spot checks conducted, or surveys?  Is this a planned IT audit responsibility?

· What is the process for new hires to ensure understanding and acknowledgement of corporate policy?  Does this extend to contract employees, visitors and partners who may have access to corporate IT Assets?

· Do corporate policies address both the what and the why?  Review specific examples to assure.

· Do employees understand the rationale and benefits of each policy?

· How are policy changes handled during mergers and acquisitions?

· Are policies visible and located in one convenient intranet location?

· What do employees do if they have a question or concern about a policy?   If there is a question, how is it addressed?  Is this performed in a timely and satisfactory way, from the employee’s perspective?

· How often are policies reviewed and revised?

· How is policy enforcement verified?

· Is enforcement uniform?  What consequences are applied?

· What percentage of employees review and sign-off on policies annually?
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