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POL – Template – Sample Policies

IBPL Sample Template
Sample Policies 
I. Purpose

The Company relies on its computer network to conduct its business. To ensure that its computer resources are used properly by its employees, independent contractors, agents, and other computer “Clients”, the Company has created this Information Technology Guideline (the "Guideline"). The purpose of this guideline is to establish standards of conduct with respect to computer hardware and software acquisition and usage, apprise each employee of the seriousness of misuse, set out disciplinary procedures for such misuse, and ensure computer software legality, system reliability, backup recovery, and virus protection.

The rules and obligations described in this Guideline apply to all Clients of the Company's computer network, wherever they may be located. Violations will be taken seriously and may result in disciplinary action, including possible termination, as well as civil and criminal liability.

It is every employee's duty to use the Company's computer resources responsibly, professionally, ethically, and lawfully.

This guideline will be reviewed annually and updated as deemed necessary by I.T.

I. 
Purpose

A Company relies on its IT Environment to conduct its business. To ensure that the components of its IT Environment are used properly by its employees, independent contractors, agents and other computer “clients”, Company has created this Information Technology Guideline (the "Guideline"). The purpose of this Guideline is to establish standards of conduct with respect to computer hardware and software acquisitions and usage, apprise each employee of the seriousness of misuse of these corporate assets, set out disciplinary procedures for such misuse, and to ensure that the Company’s computer software is legal, its systems are reliable, back-up recovery is accessible, and that the IT Environment is protected from viruses.

The rules and obligations described in this Guideline apply to all Clients of the Company's IT Environment, wherever they may be located. Violations will be taken seriously and may result in disciplinary action, up to and including termination.  In addition, violations can result in civil damages assessed against you and/or the Company, as well as criminal charges.

It is every employee's duty to use the company's computer resources responsibly, professionally, ethically and lawfully. 

II.
Definitions

These words and terms, whenever used or referred to in this Guideline, shall have the following meanings:

A.
Audit shall mean a review of a Company’s compliance with the laws, rules and guidelines applicable to computer software and its related documentation, and reporting the findings and conclusions of such an audit.

B.
Authorized Software shall mean computer software developed, approved, purchased or licensed by an agency – what do you mean by an agency?  Do you mean a Company or the software publishers?.

C.
Bundled Software shall mean software that is included with a related product and sold at a single price. Usually software, such as an operating system, is bundled with a computer.

D.
Chain Letter shall mean an electronic message sent to a number of people asking each recipient to send copies with the same request to a specified number of others.

E.
Client shall mean a natural person, employee, corporation, limited liability company, trust or incorporated or unincorporated association who uses the company's computers.

F.
Computer shall mean an electronic, magnetic, optical, organic or other processing device or system that performs logical, arithmetic, memory or storage functions. It may include any data storage facility or communications facility that is directly related to or operated in conjunction with that device or system.

G.
Computer Network shall mean 


1. A set of related devices connected to a computer by communication facilities, or 

2. A complex of two or more computers, including related devices, connected by communications facilities.

H.
Computer System shall mean one or more connected or unconnected computers, peripheral devices, software, data and computer networks.

I.
Company shall mean __________________________.

J.
Confidential and Proprietary Information shall mean any and all of Company’s confidential and proprietary information in any form whatsoever, including, but not limited to: information used or owned by and/or licensed to Company; Company’s financial information and know-how, present and future business plans, business processes, revenue structure, pricing formulas, operating agreements, methods (including business methods), sales, costs, suppliers, internal operating procedures, cost estimations, processes, marketing and inventions; information supplied, utilized, improved upon, developed or conceived by any employee, alone or with others, during said employee's employment, whether or not during working hours, that is within the scope of Company’s business; information of a technical, business and financial nature pertaining to Company’s organization and the Company’s business; the identity of customers, the personnel information supplied by customers and the terms and conditions under which Company deals with customers; other customer lists (current, prospective or otherwise); information concerning the identity of suppliers and vendors, including their respective personnel and business information, and the terms and conditions under which the Company deals with them; training manuals, tapes and films; computer programs (including the software, source code and hardware configurations); sales, marketing, advertising and promotional programs, procedures and materials; unique techniques, methods and procedures for the Company and operation of the Company’s business; the terms and conditions under which Company deals with other companies engaged in and related to its industry and businesses, its contracts with such companies; and any other confidential information of any nature.

K.
Copyright shall mean the rights granted to the owner of an original work such as software by Title 17 of the United States Code.

L.
Customer List shall mean any and all compilations of any number of the names of Company customers, and/or the pertinent information relating to them, including, but not limited to, any and all information whatsoever regarding them, whether or not such compilation is mental or physical and if physical in any format whatsoever.

M.
Desktop shall mean a desktop computer that a Client uses.

N.
DISC normally means Department Information Systems Coordinator.  For the purposes of this document, DISC shall mean “Policy Committee”.

O.
Downloaded Software shall mean any software that is downloaded from the internet or another network.

P.
Freeware Software shall mean any copyrighted software that is given away for free by the creator of such software.

Q.
Intellectual Property shall mean any and all of Company’s intellectual property in any form whatsoever, including, but not limited to: any and all ideas, inventions, trade names, trademarks, service marks, certification marks, collective marks, domain names, slogans and collective membership marks, whether in word, logo, or other forms of designations of origin, whether registered, applied for, in the process of application/registration or otherwise proprietary as a matter of law; designs, expressions and works of authorship, copyrights, moral rights, database rights and mask works; any and all patents whether registered, applied for or in the process of application/registration; and any and all licenses related to any of the foregoing; royalty rights; any and all goodwill associated with the Company’s business or represented by the Company’s assets; the Confidential and Proprietary Information; and the technical information relating to development, design, manufacture, scheduling, installation, assembly or testing, trade secrets, secret processes and procedures, know-how, and any other similar property, whether or not embodied in tangible form (including but not limited to technical drawings and specifications, shop drawings, manuals, forms, working notes and memos, market studies, consultants’ reports, technical and laboratory data, notebooks, samples and engineering prototypes).  Intellectual Property shall not include ideas, inventions or any other protectable work developed by an employee that does not relate to the products or services offered by Company.
R.
IT shall mean


1.
Information Technology; or

2.
Any information technology department or representative that is responsible for the support and maintenance of information technology resources.

S. 
IT Environment shall mean the Company's entire computer network including, but not limited to, host computers, file servers, application servers, communication servers, mail servers, fax servers, internet servers, workstations, stand-alone computers, laptops, software, data files, and all internal and external computer and communication networks (e.g. internet, commercial on-line services, value-added networks or e-mail systems) that may be accessed directly or indirectly from the Company’s computer network.

T.
Internet shall mean the worldwide collection of networks that links clients in nearly every known country.

U.
LAN – shall mean a local area network or a local system served by a single file server.

V.
License Agreement shall mean a contract by and between the software publisher and the purchaser of software from such software publisher.

W.
Media shall mean any object on which data can be stored and  may include, but not be limited to, hard disks, 3.5" diskettes, CD-ROMs and tapes.

X
Personal Use shall mean use of a Company’s assets for non-business purposes.

Y.
Shareware Software shall mean any software that is marketed by freely distributing a limited or full version of the software through trade shows, bulletin boards, internet sites, file transfer protocol sites, e-mail or by handing it from one person to another. People are allowed to use Shareware Software for a limited time or purpose. If they continue to use the Shareware Software after the specified time or purpose, they are expected to send the developer a monetary payment for it.

Z.
Software shall mean one or more computer programs (existing in any form), instructions, manuals, associated operational procedures, or other documentation related to the Software. Software is purchased directly from software publishers or authorized vendors to be used for a specific application, job or procedure. Software provides the instructions and controls through symbolic languages for the operation of all computers including stand-alone and LAN personal computers, as well as mainframe computers. The programs that run the Software are stored on machine-readable media such as 3.5" diskettes, CD-ROMs or magnetic tapes and usually include a manual of instructions and procedures. Also included with the Software is a client warranty registration card that is deemed to be part of the Software and should be kept with all other corporate records.

AA.     Trade Secret shall mean the Confidential and Propriety Information, Customer Lists and Intellectual Property of Company.

BB.
United States Copyright Act or the Copyright Act shall mean Title 17 of the United States Code

CC.     Virus shall mean a software executable code segment that is covertly incorporated into executable program code files (i.e. with an extension of EXE, BIN, BAT, SYS, COM, DLL or other such designations) or data files of a computer or computer network that is activated when the host-program executes. It can cause system crashes, destruction of data or complete erasure of hard drives.

III.
Desktop Computer Procedures


A.
Desktop Computer Usage



1.
No Expectation of Privacy

a.
The Computers and computer accounts given to Clients are to assist them in the performance of their jobs. Clients shall not have any expectation of privacy in anything they create, store, send or receive on their Computers or within the IT Environment. The Computers, Computer Network and the IT Environment belong to the Company and may only be used for approved purposes.

b. 
Clients expressly waive any right of privacy in anything they create, store, send or receive on their computers, through the internet or any other Computer Network or through the IT Environment. Clients consent to allow the Company to access and review all materials Clients create, store, send or receive on the Computers, through the internet or any other Computer Network or through the IT Environment.

c. 
Clients understand that the Company may use automated software to monitor material created, stored, sent or received on or through its It Environment.

2.
Prohibited Use
a.         Pirated or illegitimate copies of software.

b. 
The installation and use of any game or screen saver software on Company's Computer System or Computer Network. Screensavers that are included with a Computer’s operating system is, however, allowed.

c.
The use of any known security problem software 

d.
The use of any software (i.e. buddy lists, internet radio) that uses excessive network bandwidth.

e.
The use of the Company’s It Environment or Computer Systems for illegal activities, or in violation of the Company guidelines.

f.
Material that is fraudulent, harassing, embarrassing, sexually explicit, profane, obscene, intimidating, defamatory or otherwise unlawful or inappropriate may not be sent by e-mail or other form of electronic communication (such as bulletin board systems, newsgroups or chat groups), or be displayed on or stored in the Company's It Environment. Clients encountering or receiving this kind of material should immediately report the incident to their supervisor or the IT.

g.
Without prior written permission from the legal department or other authorized personnel of the Company, the Company's IT Environment may not be used for dissemination or storage of commercial or personal advertisements, solicitations, promotions, destructive programs, political or religious material or any other unauthorized use.

h.
Clients must not deliberately perform acts that waste computer resources or unfairly monopolize resources to the exclusion of others. These acts include, but are not limited to, sending mass mailings or chain letters, subscribing to non-business related list servers and mailing lists, spending excessive amounts of time on the internet, playing games, engaging in non-business activities, on-line chat groups, using multimedia products for non-business use, or otherwise creating unnecessary network traffic.

i.
Without prior written authorization from the IT department:

i.
Clients cannot copy Software for use on their home computers.

ii.
Clients cannot provide copies of the Company’s Software to any independent contractors, customers, suppliers or vendors of the Company or to any third person.

iii.
Clients cannot install unauthorized software on any of the Company's Computer System.

iv.
Clients cannot download any unauthorized Software from the internet or any on-line service to any of the Company’s Computer Systems.

v.
Clients cannot modify, revise, transform, recast or adapt any Software.

vi.
Clients cannot reverse-engineer, disassemble or decompile any Software.

Clients who become aware of any misuse of the Company’s Software or a violation of copyright law should immediately report the incident to their supervisor or IT.

k. 
Unless expressly authorized by the legal department or other authorized personnel of the Company, sending, transmitting or otherwise disseminating Trade Secrets of the Company is strictly prohibited and can result in disciplinary action up to and including termination, as well as civil liability and criminal penalties.

l.
The use of the Company’s e-mail to in any way facilitate the conduct of a private commercial purpose.

m.
The use of the Company’s e-mail to participate in chain letters.

n.
Clients may not illegally copy or download material protected under federal copyright law or make that material available to others for copying or downloading. 

o.
Clients may not agree to a License Agreement or download any material for which a registration fee is charged without first obtaining the express written permission of their supervisor and IT.

3.
Personal Use
Clients are permitted access to the Company’s Computer System to assist them in the performance of their jobs. Occasional, limited, appropriate personal use of the Company’s Computer System is permitted when:

a.
The use does not interfere with any other Client's work performance

b.
The use does not have undue impact on the operation of the Company’s IT Environment

c.
The use does not violate any other provision of this Guideline or any other standards of the Company.

At all times, Clients have the responsibility to use the Company’s IT Environment in a professional, ethical and lawful manner. Personal use of the Company’s IT Environment is a privilege that may be revoked at any time.

4.
Virus Protection
It is each Client’s responsibility to perform virus definition updates. It is also each Client’s responsibility to regularly backup all data files that are stored on a Client's Computer’s hard drive.

a.
Computer Systems have memory resident anti-virus software installed and configured by IT to scan data as it enters a Computer System. Programs will automatically not be executed, nor files opened, by applications prone to macro viruses without prior scanning.

b.
New and more sophisticated viruses are constantly being developed. Virus scanning software is limited to the detection of viruses that have been previously identified. Therefore, virus scanning software will be updated on a regular basis to stay current with the latest viruses. IT has configured the virus scanning software to update automatically on a regular basis. Clients must not prevent the virus scanning software from updating.

c.
Anti-virus software is installed on file servers to limit the spread of viruses within the network. Scanning of all files and executables will occur daily on the file servers. Virus scanning results will be logged, automatically collected and audited by the system administration staff.

d.
Virus checking will be performed, if applicable, at firewalls that control access to the Company’s Computer Network. This will allow centralized virus scanning for the entire Company and reduce overhead by simultaneously scanning incoming messages that have multiple destinations. It also allows for centralized administration of the virus scanning software by limiting the locations on which the latest virus scanning software needs to be maintained.

e.
All data imported onto a Computer (from floppy disks or other magnetic or optical media and all material downloaded from the internet or from computers or networks that do not belong to the Company) must be virus-scanned before being used.

f.
Clients shall inform the system administrator of any virus that is detected, of a configuration change or of any different behavior of a Computer or application. Any Computer that is believed to be infected, or is in fact infected, will be disconnected from the Computer Network to reduce the risk of spreading a virus.

g.
When informed that a virus has been detected, the system administrator will inform all Clients who may have access to the same programs or data that a virus may have also infected their Computer. Clients will be informed of the necessary steps to be taken to determine if their Computer is infected and the steps to be taken to remove the virus.

h.
If virus-scanning software fails to remove the virus, all Software on the Computer will be deleted including boot records, if necessary. Software will then be reinstalled from uninfected sources and rescanned for viruses. Client data files may be erased during this process.

5.
Data Security
Physical security and procedural controls are just as important as computer anti-virus programs and hardware safeguards. No unauthorized applications may be installed on a Computer. Therefore, software configurations will be scanned on a regular basis to validate that no extraneous Software has been added to a Computer.

a.
Clients may not alter or copy a file belonging to another Client without first obtaining permission from the owner of that file. The ability to read, modify or copy a file belonging to another Client does not imply permission to read, alter or copy that file. Clients may not use the Company’s Computer System to "snoop" or pry into the affairs of other Clients by unnecessarily reviewing their files and e-mail.

b.
Files transmitted from one Client to another Client can be altered or copied unless stated otherwise.

c.
A Client's ability to connect to another Computer System through the Computer Network or by a modem does not imply a right to connect to those systems, or to make use of those systems unless specifically authorized by the operators of those systems.

d.
Each Client is responsible for ensuring that his or her use of outside computers and networks, such as the internet, does not compromise the security of the Company's Computer Network.  This duty includes taking reasonable precautions to prevent intruders from accessing the Company's Computer Network without authorization and to prevent the introduction and spread of viruses.

e.
Clients may not attempt to circumvent the Company's data protection measures or uncover security loopholes or bugs. Clients may not attempt to gain unauthorized access to restricted areas or files on the Company’s Computer Network. Clients should not tamper with any software protections or restrictions placed on computer applications, files or directories. Clients who engage in this type of activity may be subject to disciplinary action, up to and including termination.

f.
Critical files are to be marked with write-protect (use write-protect tabs on diskettes and on hard drives use the "attrib +r" command to set or remove the read-only, archive, system and hidden attributes assigned to files) or placed in a secured network directory to prevent accidental deletion or modification.

6.
Network Security
a.
IT is responsible for implementing network security as it pertains to the internet. If there are multiple network administrators, it is important that roles be coordinated. An attack, for example, on a Company’s internet site may involve contingency response planning and restoring to be carried out by an internet administrator, an increase in the local auditing and monitoring of the internal Computer Network by the network administrator, and increased surveillance of the firewall by a firewall administrator. It is an organizational decision whether or not to group various network administration functions together.

b.
The people responsible for internet security are the internet administrator and the network administrator.

c.
All Clients must log out of their Computers at the end of their workday, or use password protection on their Windows screensaver. IT strongly recommends that Clients leave their Computers on at that time to facilitate maintenance from the servers.

7.
Remote Access
a.
Clients who request direct dial-in access must have written permission from their supervisor. The network services supervisor must approve in writing direct dial-in connections to Company production systems.

b.
All Clients who access the Company's Computer System through dial-in connections must use passwords.

c.
Dial-in information pertaining to the Company’s Computer System, such as dial-up modem phone numbers, is confidential.

d.
Dial-in information regarding access to the Company’s Computer System must not be posted on electronic bulletin boards, listed in telephone directories, placed on business cards or made available to third parties without the written permission of the network services supervisor.

e.
The network services supervisor will periodically scan direct dial-in lines to monitor compliance with these Company guidelines and may periodically change the telephone numbers to make it more difficult for unauthorized parties to locate Company communications numbers.

f.
All connections between external Clients and internal databases must be through the appropriate proxies on the Company’s firewall. Only proxies approved by the network services supervisor will be installed on the firewall.

g.
Any sensitive or confidential information made accessible on internal Computer Networks that are connected to the internet must be protected by a Company-approved firewall. The firewall will be configured to limit access to such data to only authorized internal Clients.

8.
Intrusion Detection
a.
Operating system and application software logging processes shall be enabled on all host and server systems.

b.
Alarm and alert functions, as well as logging, of any firewalls and other network perimeter access control systems shall be enabled.

c.
System integrity checks of the firewalls and other Computer Network perimeter access control systems must be performed on a routine basis.

d.
The network administrator shall review audit logs from the perimeter access control systems on a regular basis. Audit logs for servers and hosts on the internal, protected Computer Network shall be reviewed on a regular basis.

e.
Clients shall be trained to report any anomalies in the Computer System’s performance to IT.

f.
Host-based intrusion tools will be checked on a regular basis.

g.
Unless critical Computer Systems have been compromised, IT will first make an attempt to track intruders before correcting the Computer Systems affected by the intrusion. IT has the authority to make decisions concerning closing security holes or attempting to learn more about the intruder. IT must be well trained in legal issues surrounding incident handling.

9.
Passwords
a.
Clients are provided unique passwords and client logon IDs to access the Company’s Computer Systems. This is to protect sensitive information and messages from unauthorized use or viewing. Such passwords are not intended to prevent appropriate review by Company management. Company management reserves the right to periodically monitor Clients' utilization of any Computer Systems or Computer Network.

b.
Clients are responsible for safeguarding their passwords for access to the Computer System. Individual passwords should not be printed, stored on-line or given to others. Clients are responsible for all transactions made using their passwords. No Client may access the Computer System using another Client's password. IT may be exempt in order to perform system maintenance on the Client’s Computer. IT is not permitted to divulge any Client’s password to another person.

c.
Clients may not disguise their identity while using the Computer System.

d.
Passwords should be obscure and a minimum of six alpha-numeric characters in length (no common names or phrases). For the best security, passwords should include both uppercase and lowercase letters and special characters (e.g. “@”, “!”, “&”, “%”, etc.). All passwords must be changed every 90 days. Most Computer Systems can enforce password changes with an automatic expiration and prevent repeated or reused passwords. There should be computer-controlled lists of password rules (e.g., letter and number sequences, character repetition, initials, common words and standard names) and periodic testing to identify any password weaknesses. Clients who do not change their passwords within the time prescribed may be automatically locked out of the Computer System.

e.
Use of passwords to gain access to the Computer System or to encode particular files or messages does not imply that Clients should have an expectation of privacy in the material they create or receive on the Computer System. The Company has global passwords that permit it access to all material stored on its Computer System, regardless of whether that material is encoded with a particular Client's password. The Company has the right to inspect, without prior notice, all material stored on its Computer System.

f.
Client accounts will be frozen after 3 failed logon attempts. All erroneous password entries will be recorded in an audit log for later inspection and action, as necessary.

g.
All Computer sessions will be suspended after 120 minutes (or any other specified period) of inactivity and require the Client’s password to be re-entered. Logon IDs and passwords should be suspended after a specified period of disuse.

B.
Desktop Computer Training Programs
Clients who need training on computer software should contact human resources to schedule a class. Each department is responsible for funding its software training through human resources. IT will assist human resources with training programs to ensure that proper hardware, software and manual resources are available during training.


C.
Desktop Computer Asset Inventory

IT is responsible for maintaining an inventory of all hardware and software purchased and in use by the Company. The purpose of this inventory is to eliminate redundant purchases, ensure the Company has the appropriate number of licenses, guarantee hardware and software upgrades are secured, and enforce compliance with copyright laws. Requests concerning any Company Computer must be submitted to IT in writing. IT will evaluate and respond to each request accordingly. Inventory levels will be maintained in a cost-effective manner.

The inventory should list the title and publisher of the Software, the date and source of the Software acquisition, the location of each installation of the Software, as well as the serial number and asset tag number of the hardware on which each copy of the Software is installed, the name of the authorized Client, the existence and location of backup copies of the Software, and the Software product's serial number.


D.
Local Data File Storage Directory Structure

Back-ups of any files saved to the Computer are the responsibility of the Client. The Client should consider the following directory structure to improve the efficiency of accessing and protecting files being stored on a Client’s hard drives. This directory structure will enable the Client to store and separate files. It will also make the back-up procedures of valuable data less time-consuming. By backing up only the Client directory structure, the Client is not wasting time backing up the Software that should be backed up after installation. Software can be reinstalled in the event of disaster, but the Client data files cannot, thus it is wise to keep regular backups of a Client’s files.

a.
From the root (C:\) directory, the Client should create a sub-directory named after their first name.

b.
Change the directory to the newly created Client sub-directory and create sub-directories for word processing documents (WP), spreadsheets (SS), database (DB) files, or any other specialized applications the Client may use. When completed, the Client’s directory structure should look similar to the following tree:



Root



\
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\ \ \ \



Word
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Spreadsheets Database 



Specialized application


E.
Desktop Data File Backups

Files saved on a networked drive are backed up every night by IT. Back-ups of any files saved to the desktop Computer are the responsibility of the Client. The Client should develop a data file back-up procedure to keep potential data loss to a minimum in case of a disaster. There are several ways of performing back-ups. The one the Client utilizes is determined by how much he or she uses his or her desktop Computer. IT will gladly give Clients guidance and support in the design of their individual back-up procedure. As a rule of thumb, the more often the Client updates his or her files, the more frequently he or she should make file back-ups.

There are two different types of back-ups:

a.
Full - This type of back-up includes all files and subdirectories on the specified drive.

b.
Incremental - This type of back-up only backs up the files on the specified drive that have been changed since the last back-up.


F.
Desktop Drive Mappings

Every networked Computer has many different virtual drive mappings (space on a server that performs the functions of a hard drive like the one installed on the desktop Computer). These "drives" allow you to use and save files to the Computer Network. For a list of standard drive mappings, see the Appendix. 

Back-ups of any files saved to the desktop Computer are the responsibility of the Client. Files saved on a networked drive are backed up every night by IT. The most important tips to remember about saving files are:

a.
Save back-ups of personal files to the Computer floppy diskette drive (A:\ drive).

b.
Save non-essential personal files to the Computer hard drive (C:\ drive).

c.
Save shared business files to the networked division drive (S:\ drive).

d.
Save confidential business files to the networked Client drive (U:\ drive).

IV.
Computer Hardware


A.
Computer Hardware Purchasing



1.
Budgeting
When acquiring computer hardware, software and training must be budgeted for at the same time. Hardware purchases must be approved by and charged to IT.

2.
Approval for Purchase
a.
IT is to receive a written request, including the Client’s manager’s approval and justification for the purchase, for the hardware along with a detailed description of the intended use for such hardware a minimum of fourteen (14) working days in advance. No pricing is to be done by the Client.  This is a function of the purchasing department in coordination with IT.

b.
IT will evaluate the hardware request.

i.
If the hardware request is for standard hardware, it will be forwarded to purchasing for order processing and a schedule will be set to secure and install the requested hardware.

ii.
If the request is for non-standard hardware or if the request seems excessive, IT will evaluate the request and respond to the requesting manager as to the appropriateness of the requested hardware purchase. Departments will be expected to contact the manufacturers for support of non-standard hardware, as well as absorb any costs or fees for these items (i.e. yearly maintenance, support contracts, upgrade fees, manuals, etc.).

iii.
In the event no agreement can be reached on the request for the non-standard hardware, the request will be sent to the executive management team along with the IT department’s evaluation of the requested non-standard hardware vis-à-vis the standard hardware. If the request is approved by the majority of the executive management team, it will be sent to purchasing for order processing.


B.
Hardware Maintenance Standards

The IT department will provide for a preventive and corrective maintenance service on all of the Company’s Computers whether such service is to be conducted on-site or through a third-party vendor. Such hardware includes:

1.
Desktop Computers

2.
Printers and Plotters

3.
Disk, Diskette and CD-ROM Drives

4.
Computer Tape and Cassette Drives

5.
Monitors

6.
Modems

7.
Keyboards

V.
Computer Software


A.
Software Code of Ethics

Clients are required to use Software in accordance with the License Agreement. Duplication of Software, except by IT staff for back-up and archival purposes, is a violation of federal copyright law. In addition, unauthorized duplication of Software is contrary to the Company's standards of conduct. In order to protect the reputation and integrity of the Company and its Computer Systems, every Client must abide by the following rules:

1.
All Software shall be used in accordance with its License Agreement.

2.
All Software to be used on Company’s Computers can only be installed by IT, in accordance with all Licensing Agreements and Company procedures.

3.
Authorized Software will be provided to all Clients. Clients shall not make unauthorized copies of any Software. Unauthorized copying of Software is prohibited and could lead to disciplinary action, up to and including termination.

4.
The use of any unauthorized or pirated copies of Software in the Company will not be tolerated. Any person illegally reproducing Software can be subject to civil damages and criminal charges, including fines and imprisonment in accordance with Title 17 of the United States Code. Anyone who makes, uses or otherwise acquires unauthorized Software will be appropriately disciplined, up to and including termination.

5.
All Software used by the Company on its Computer Systems will be purchased through approved Company procedures. Only Company-owned Software is to be installed on any of the Company’s Computer Systems. If a Client has personal computer software that is a requirement of his or her job, a Software request should be submitted to IT for purchase.

6.
Audits of all Software will be conducted periodically by IT and any internal audit department. Reports of offending Clients will be sent to their respective managers, division managers and human resources.

7.
The installation and use of any game or screensaver software on the Company's Computer Systems or Computer Networks is prohibited. However, Screensavers that are included with a Computer’s operating system is, however, allowed.

8.
Clients shall not give the Company’s Software to any outsiders, including other Clients, customers, family or friends.

9.
Clients who suspect or know of misuse of the Company’s Software shall notify their department manager or human resources immediately.

10.
Software is not to be used for any form of copyright infringement including, but not limited to, the copying, downloading or altering of any form of any digital media. 


B.
Anti-Piracy and Copyrights

The Company licenses the use of Software from a variety of software publishers. Such Software is routinely copyrighted by the software publisher and, unless expressly authorized to do so by the software publisher, the Company has no right to make copies of the Software except for back-up or archival purposes.

1.
General Statement of Policies Governing the Use of Software
a.
Application

These policies apply to all Software acquired by or on behalf of the Company wherever used and all Software however acquired used in the Company's IT Environment.

i.
It is the policy of the Company to respect all of the copyrights embodied in the Software and to strictly adhere to the terms and conditions of all License Agreements related to the Software. Software may only be used in compliance with License Agreements of such Software. IT and/or internal auditors are charged with the responsibility of enforcing these procedures.

ii.
Clients may not duplicate any Software or related documentation for use either on the Company's premises or elsewhere unless the Company is expressly authorized to do so by the License Agreement associated with such Software. Unauthorized duplication of Software can subject Clients and/or the Company to both civil liability and criminal charges under the United States Copyright Act.

ii.
Clients may use Software on local area networks or on multiple machines only in accordance with the applicable License Agreement.

iv.
Clients shall not give, loan, sell, trade or transfer in any way the Company’s Software to any outsiders, including other Clients, customers, family and friends. 

b.
Discipline

i. Any Client who violates these policies will be subject to the disciplinary procedures of the Company under the relevant guidelines and rules for employees up to and including termination.

c.
 Initial Backup Copies of Software

i.
All Company-owned Software must be stored in corporate records. Legal back-up copies of the Software may be stored at Apache Station to expedite recovery. 

ii.
Back-ups of Software will be made on an as-needed basis.

iii.
The production and use of back-up copies of Software must comply with the applicable License Agreement.

 d.
Acquiring Authorized Copies of Software

i.
Sometimes a Client's job requires Software not already licensed to the Company or beyond the licensed number of copies of the Software. In such event, the Client shall request that his or her manager make appropriate arrangements with IT for the acquisition of new or additional licensed copies.

ii.
Nothing contained in these policies shall create:

(1)       A Client's entitlement to the Software

(2)
An obligation on the part of the Company to acquire a given Software

(3)
A delegation of authority to any individual to acquire Software on behalf of the Company

(4)
A liability on part of the Company for a Client's non-compliance with these policies

iii.
No Client is authorized to make copies of any Software for any purpose other than authorized licensed copies or back-up copies.

e.
Ownership of Software

All Software acquired for or on behalf of the Company is and shall be deemed the Company’s property. 

f.
Transfer of Software

No Client may sell, rent, sublicense, lend, transmit, distribute, give or otherwise convey or make available Software or an interest therein to any unauthorized individual or entity.

2.
Client Education
a.
Each employee must complete the Software Education Program which:

i.
Explains the Software Guideline

ii.
Effectively informs employees of their responsibilities for the use of Company-owned Software and the prevention of software piracy and the introduction of viruses into the company’s IT Environment

iii.
Reinforces the Company's commitment to comply with the Copyright Act

b.
Upon completion of the education program, employees will be required to sign a Software Code of Ethics Statement. 

c.
New employees will be provided the same education program within 30 days of the commencement of their employment through the IT portion of the new employee orientation program.

C.
Supported Software Standards

For Software to be classified as one of the Company's standard applications, it must meet all of the following criteria. A current list of standard Software is attached hereto as Appendix ______, Desktop Computer Software Categories.

1.
Guidelines
a.
There must be a minimum of 10 Clients, Company-wide and legally licensed, who will use the standard application Software. The Computer Network prevents IT from supporting Software used by less than 10 Clients. In the event the Software is used by less than 10 Clients, the Software will be classified as a non-standard and non-IT-supported application.

b.
The proposed Software must satisfy a business need that is not being satisfied by Software currently authorized by IT. Any proposed standard Software package must be evaluated by IT to see if its functionality is met by any currently owned and supported Software.

c.
The requesting department must want IT to support its proposed Software. If Clients attend specific training for the proposed Software, either in-house or externally, at least one IT employee will need to attend training aimed at supporting such Software.  As the number of Software applications used in the Company increases, the cost of supporting those additional Software applications can result in an increase in department charge-back rates.

d.
If a department requires a specific Software that does not meet the supported standard software criteria, IT will still be involved in the evaluation process of said Software. IT will help verify that the requested Software is the best fit for the department's business needs. IT will assist in installing and configuring the Software on the Company’s IT resources (servers, workstations, laptops); however, IT will be unable to provide technical support or training after the initial installation. Each department will be expected to contact the manufacturer for support of the non-standard Software.  In addition, the department requesting the non-standard Software, will be responsible for any costs or fees associated with such non-standard Software such as, yearly maintenance fees, support contracts, upgrade fees and manuals.

2.
Software Categories

 a.
Category 1 - Minimum set of application level Software installed on every desktop Computer.

i.
Category 1 Software is installed and supported by IT. Category 1 Software includes operating system level software for desktop Computers. IT will provide manuals, help sheets, on-line documentation or tutorials to help acquaint Clients with Category 1 Software. Consultation for problems with Category 1 Software will be provided by IT as necessary.

ii.
It is in the best interest of the Company to centrally purchase Category 1 Software since volume discounts or site licenses can frequently be negotiated. Microsoft Office and Lotus Notes are examples of Category 1 Software. In addition, for support purposes, it is often necessary to identify a particular version, or a minimum version, which IT will support. It is much easier to uphold such standards if the purchasing and distribution are done centrally.

b.
Category 2 - Software that IT may install which is supported by IT

i.
A significant proportion of the Clients, but probably less than 50% of all possible Clients, use Software in Category 2. CuteFTP and Visio are examples of Category 2 Software. IT will provide manuals, help sheets, on-line documentation or tutorials to help acquaint Clients with Category 2 Software. Some consultation for problems with Category 2 Software may be provided by IT whenever possible.

ii.
IT may be able to pursue favorable discounts or volume pricing for Category 2 Software if enough Clients are involved.

c.
Category 3 - Software that IT may install, but is not supported by IT

i.
Category 3 Software includes any Software not in Category 1 or Category 2.  Software in this category is highly specialized and is typically purchased one copy at a time. Examples of Category 3 Software are AutoCAD and Business Plan Pro.

ii.
IT provides neither documentation nor tutorials for Category 3 Software.

iii.
IT may be able to assist with purchasing Category 3 Software, or at a minimum be able to help Clients determine whether or not the Software will run effectively on the Company’s Computer Network.

d.
Category 4 - Software not allowed on any Company desktop Computer.

i.
Category 4 Software contains classes of Software, as well as specific titles of Software not permitted in the Company’s IT Environment. Software in Category 4 is not permitted because it may:

(1)
Violate Company policies

(2)
Violate current laws 

(3)
Pose a threat to the Company's IT Environment or its operations;

(4)
Pose a threat to or harass personnel 

(5)
Put excessive stress on the Company’s Computer Network.

D.
Other Software Types

1.
It is the policy of the Company that Clients not load any Software on Company-owned Computers. All Software to be used on Company Computers can only be installed by IT, following all licensing agreements and procedures.

2.
Bundled Software

a.
When a Computer is purchased with bundled software (sold as part of the Computer), the bundled software cannot be broken up and installed on different Computers as this would be a violation of the License Agreement associated with such Bundled software. 

b.
Bundled Software, while part of the purchase price of the Computer,, must be inventoried by IT and stored in with other Company records. 

c.
Bundled Software must be documented on an invoice or substantiated by other documentation. 

d.
When upgrades of the Computer's Bundled Software are purchased, the upgraded version will become part of the Software inventory and must be installed on the computer with the original version. Under no circumstances may any upgrade be separately installed on another Computer as this would be a violation of the License Agreement for such Bundled Software. 

e.
The back-up copy of the old version of the Bundled Software must be destroyed by IT and replaced with the back-up copy of the upgrade.  The invoice and documentation related to the upgrade are to be stored with the Company’s other IT Environment records.

3.
Shareware
a.
If Shareware Software is needed to fill a business need that another Company-owned Software does not fill, a written request must be submitted to IT, including department manager approval, justification for the Shareware Software, and a detailed description of the intended use for the Shareware Software. 

b.
The Client can evaluate the Shareware Software for the time specified in the License Agreement. Afterwards, the Client must either purchase the Shareware Software or remove it from the Computer it was installed on. 

c.
Acquisition and registration of Shareware Software will be handled the same way as for commercial Software products.

4.
Downloaded Software

a.
If there is a specific business need for Downloaded Software, a written request must be sent to IT, including department manager approval, justification for the Downloaded Software, justification for the Downloaded Software and a detailed description of the intended use for the Downloaded Software. 

b.
Upon receipt of the aforementioned written request for the Downloaded Software IT will verify if the Downloaded Software is free or if a License Agreement for the Downloaded Software must be purchased. 

c.
Acquisition and registration of the Downloaded Software will be handled the same way as for commercial Software.

5.
Virus Protection Software

a.
Virus Protection Software updates are included in the Software License Agreement for the Virus Protection Software.  This is the only Software that is permitted to be downloaded and installed by the Client without IT intervention. Obtaining virus definition updates is the responsibility of each Client.

6.
Freeware

a.
The differences between Freeware Software and Shareware Software are that Freeware Software is a no-cost Software and Freeware Software can be freely copied. Many applications that people consider Freeware Software are free only if it is for personal use. Businesses must pay for the use of the Freeware Software.

b.
If there is a specific business need for the Freeware Software, a written request must be sent to IT, including department manager approval, justification for the Freeware Software, justification for the Freeware Software and a detailed description of the intended use of the Freeware Software. 

c.
Upon receipt of the aforementioned written request for the Downloaded Software IT will verify if the Downloaded Software is free or if a License Agreement for the Downloaded Software must be purchased. 

d.
Acquisition and registration of the Freeware Software will be handled the same way as for commercial Software.

7.
Wallpaper

a.
Wallpaper is a backdrop for the Windows desktop, made up of a graphics file. The images can be obtained through many sources, such as the internet, bulletin boards and e-mail. Photographs can be saved as graphics files and used as wallpaper. Any image may be used as long as the image does not:

i.
Violate Company policies 

ii.
Violate current laws

iii.
Pose a threat to the Company's IT Environment or business operations

iv.
Pose a threat to or harass personnel 

8.
Interactive Software

Interactive Software is an application (an applet) that can only run through an internet browser. Java and Active X are examples of Interactive Software. A Client accesses a server across the internet. An applet is downloaded onto the Client’s Computer that is then executed. It should be noted that a Client may not be aware that an applet is being downloaded and executed on his or her Computer.

a.
If possible, firewalls will be configured to block the reception of applets from external sources and block the distribution of applets outside of internal networks unless authentication technology is used to protect it from untrustworthy sources.

b.
Internet browsers will be configured to accept applets only from trusted servers. If this is not possible, then browsers will be configured to not accept applets.

E. Software Purchasing and Installing

1.
Budgeting

a.
When acquiring computer hardware, Software and training must be budgeted at the same time. 

b.
When purchasing Software for existing Computers, purchases will be charged to the department's budget. 

c.
Each department is responsible for funding its Software training. Training is to be scheduled through human resources.

2.
Approval for Purchases

a.
All Software must be purchased through purchasing for tracking and auditing purchases as follows:

i.
Procards cannot be used to purchase Software and requests for reimbursement for Software purchased on a Procard will be rejected.
ii.
The Client must submit a Software Request Form to IT, including a justification for the Software, a detailed description of the intended use for such Software, department manager approval and the date the Software is needed by a minimum of fourteen (14) working days in advance. Any Software or hardware destined for Apache Station should be approved by the manager of process control prior to purchase.

iii.
IT will evaluate the Software request according to the following standards:

(1) 
If the Software request is for standard Software, it will be forwarded to purchasing for order processing and a schedule will be set to install the Software. 

(2)
If the Software request is for non-standard Software, it will be forwarded to purchasing for order processing and a schedule will be set to install such Software. Departments will be expected to contact the manufacturers for support of non-standard Software, as well as to absorb any additional costs or fees for these items, such as technical support, yearly maintenance agreements, support contracts, upgrade fees and manuals.  

iv.
IT will complete its section of the Software Request Form and attach quotes from vendors. IT will also fill out an Order Requisition Form. The IT manager will sign both the Software Request Form and the Order Requisition Forms and returned them to the Client.

v.
The Client's manager will sign the Order Requisition Form and send all the documents to purchasing.

vi.
Purchasing will place a purchase order with the vendor, and send the Software Request Form and the Order Requisition Form to record keeping. Purchasing will notify the vendor to ship the Software directly to corporate records. Purchasing will return a copy of the Order Requisition Form to the Client initiating the request.

vii.
IT will receive the Software, matching the packing slip with the Software Request Form, open the Software, and file any accompanying License Agreement, and related request documentation in the Software files. A copy of the invoice will be placed in the Software files as well.

viii.
IT will call the Client to schedule the installation.

ix.
Once the Software is installed, IT will return the media to the Software files for safekeeping. All manuals will be left with the Client who will be using the Software.

3.
Registration

a.
IT is responsible for completing the registration card and returning it to the software publisher.

b.
The Software must be registered in the name of  the Company. Due to personnel turnover, Software will never be registered in the name of the individual person. 

4.
Installation

a.
After the registration of the Software, an IT technician will install the Software. The manual will be left at the workstation(s). 

b.
All original licenses, registration and media will be sent to IT for archival. Copies of these items will be available upon written request. 

5.
Back-up

a.
After installation, IT will make a back-up of the Software for archival purposes in accordance with the License Agreement. The back-up will be kept in IT.

6.
Documentation

a.
Original manuals, tutorials and other Client-oriented documentation will be made available, whenever possible, to assist Clients. A copy of the applicable License Agreement will also be provided to the Client if requested. 

F.
External Use of Software

1.
Home Computers

a.
The Company's Computers are Company-owned assets and must be kept both Software legal and virus free. 

b.
Company-owned Software cannot be taken home and loaded on a Client's home Computer if it also resides on a Company-owned Computer. If a Client is permitted to use Company-owned Software at home, the Company will purchase a separate Software package for such use and record it as a Company-owned asset in the Software logs kept by IT. Some Software License Agreements permit home use in certain circumstances. If a Client needs to use Software at home to perform his or her job, he or she must consult IT to determine if a given License Agreement allows for home use. The Client will need to sign an Agreement for Home Use of Corporate Software Form. If approved, the Client will be provided with a copy of the Software to install on his or her home Computer. The Agreement for home use of Corporate Software provides that the Client will uninstall the Software from his or her home Computer when the Client is no longer employed by the company. At that time, the Software will be available to be reinstalled on another Client's home Computer. If the Software is not uninstalled, the Client is liable for any copyright infringement penalties and fines that are a result of continued, unauthorized use. The Client is responsible for obtaining updates and support for the Software installed on his or her home computer after the initial installation. IT will only support any Company-defined standard Software installed on a home computer. 

2.
Using Contractors or Temporary Help

a.
The Company may, at times, use contractors and/or temporary help to supplement project needs. While using Company-owned Computers, each such person is required to sign and abide by the Company's Software Code of Ethics. 

b.
Contractors or temporary help are not to load Company-owned Software on their non-company-owned equipment. 

c.
The contractor's or temporary help's Computer will be subject to periodic software audits and at the completion or termination of their contract.

G.
Software Audits

1.
Timing of Software Audits

a.
IT will conduct a periodic audit of all Company Computers, including portables, to ensure that the Company is in compliance with all License Agreements. 

b.
Random, unscheduled Software Audits may be conducted. 

c.
Software Audits will be conducted using an auditing software product. 

d.
The full cooperation of all Clients is required during all Software Audits.

2.
The purpose of the Software Audit is:

a.
To provide a reference point for establishing a Software inventory.

b.
To determine what Software is installed on Computer Networks and stand-alone Computers.

c.
To remove and replace any unauthorized Software.

d.
To evaluate the current state of the Company’s compliance.

3.
IT Pre-Software Audit procedures:

a.
Collect and review all Software purchase records.

b.
Collect and review all License Agreements.

c.
Select a date for the Software Audit.

d.
Use auditing software to search Computer Networks, stand-alone Computers and portable Computers.

4.
Post-Software Audit procedures:

a.
Compare the Software Audit results with the records of authorized Software.

b.
Address use of Company-owned Software on home Computers as determined by the License Agreement.

c.
Either remove or destroy unauthorized Software or purchase a license for it, as appropriate.

d.
Analyze the Software Audit results to determine future Software needs.

e.
Notify managers of any violations in their department and take steps to ensure those violations are corrected do not happen again.

H.
Penalties and Reprimands


. 

a.
The Client, his or her manager and human resources will be notified in writing of a violation of the Company's Software policies. Anyone who makes, acquires, or uses unauthorized Software will be disciplined, up to and including termination.

b.
A violation of the Company’s Software policies may also result in increased support service charge-backs for the Client’s department.
VI.
DISC Committee (Policy Committee)

A.
Policy Committee

1.
Who is the Policy Committee?

a.
The Policy Committee is a group of key department people formed to discuss IT issues, including policies. 

2.
What are the Policy Committee’s Responsibilities?

a.
Ensuring that the IT policies adopted by the organization are constantly reviewed and that the policies are communicated to all Company employees. 

b.
Ensuring that sufficient data, review and information is regarding the organization’s IT Environment and its policies are communicated to management so that an informed decision can be reached by the appropriate individual(s) regarding the organization’s IT assets. 

B.
Policy Committee Actions and Responsibilities

1.
Meet on a periodic basis to discuss IT problems and issues within their departments.

2.
Aide in determining the direction of the Company’s IT Environment.

3.
Share IT information with their respective departments.

4.
Assist in the evaluation of new hardware and software as test users.

5.
Help in determining the feasibility and need for change requests in the IT Environment on an as needed basis.

VII.
Internet

A.
Internet Usage

The Internet is considered a valuable Company asset. The Company is fully interconnected with the Internet. In general, Clients enjoy unrestricted access to the Internet. However, access to the Internet is only authorized when that access is in conjunction with legitimate work requirements.

1.
The Company is not responsible for material viewed by Clients from the Internet. The Internet is a worldwide network of computers that contains millions of pages of information. Clients are cautioned that many of these pages include offensive, sexually explicit and other inappropriate material. Even innocuous search requests may lead to websites with highly offensive content. In addition, having an e-mail address on the Internet may lead to receipt of unsolicited    e-mail containing offensive content. Clients accessing the Internet do so at their own risk.

2.
Clients are reminded that Internet browsers leave “footprints” providing a trail of all site web visits.

3.
Clients may not use the Internet for personal commercial purposes, may not access any obscene or pornographic sites and may not access or use information that would be considered harassing. Employees abusing such privileges will be subject to monitoring of their Computer activity and disciplinary action, up to and including termination

4.
Software for browsing the Internet such as Netscape, Internet Explorer, etc. is provided to Clients for business use. All Clients who require access to Internet services must do so by using Company-approved Software and internet gateways.

5.
A firewall has been placed between the Company’s Computer Network and the Internet to protect its IT Environment. Clients must not circumvent the firewall by using modems or network tunneling software to connect to the Internet. 

6.
Some protocols have been blocked or redirected. If a Client has a business need for a particular protocol, he or she must raise the issue with his or her manager and the Computer Network supervisor for approval prior to use.

7.
Company communications systems and equipment, including electronic mail and internet systems, along with their associated hardware and software, are for official and authorized purposes only. Managers may authorize incidental use which: 

a.
Does not interfere with a Client’s performance or professional duties

b.
Is of reasonable duration and frequency, serves a legitimate Company interest, such as enhancing professional interests or education, and does not overburden the Computer Network or create any additional expense to the Company. 

8.
Clients should schedule communication-intensive activities such as large file transfers, mass e-mailings and streaming audio or video for off peak hours before 6:30 A.M. and after 5:00 P.M., Monday through Friday. Because audio, video and picture files require significant storage space, files of this sort may not be downloaded unless they are business-related. All files that are downloaded must be scanned for viruses and other destructive programs.

9.
Any personal use must not:


a.
Interfere with normal business activities


b.
Involve solicitation

c.
Be associated with any for-profit outside business activity of any client

d.
Have the potential to embarrass the Company.

10.
All Clients are expected to conduct their use of the Company’s Computer Network with the same integrity and professionalism as they were to use in face-to-face or telephonic business operations. 

11.
Clients posting to Usenet newsgroups, internet mailing lists, etc. must include a Company disclaimer as part of each message. IT can help to formulate such a disclaimer.

12.
Personal accounts on on-line services should not be used from Company Computers. A Company subscription for commercial Internet services or fee-for-use services must be in place prior to using Company-owned equipment to access these commercial services.

13.
Managers are responsible for ensuring that assigned personnel understand acceptable Internet use policies.

14.
Access to the Internet from a home computer, when connected to the Company’s network must adhere to all the same policies that apply to use from within the Company’s facilities. Clients should not allow family members or other non-employees to access the Company’s Computer Network.

15.
Company’s management reserves the right to periodically monitor Clients’ use of any Computer or the Company’s Computer Network.

16.
Examples of Internet use deemed unacceptable which can result in disciplinary action, up to and including termination include but are not limited to:

a.
Unauthorized attempts to break into any Computer

b.
Using Company time and resources for personal gain

c.
Theft or copying electronic files without permission

d.
Sending or posting confidential files of the Company outside of the Company or inside the Company to unauthorized personnel

e.
Refusing to cooperate with a reasonable security or software audit investigation

f.
Sending chain letters through e-mail

g.
Relaying or forwarding non-business e-mail, jokes, cartoons, etc.

B.
E-Mail

The Company provides electronic mail to all Clients for business purposes. Limited personal use is acceptable as long as it does not violate Company policies. Clients should use the same care in drafting e-mail and other electronic documents as they would for any other written communication. Anything created on the Computer may, and likely will, be reviewed by others.

1.
The Company reserves the right to review all Client e-mail communications. The Company may retrieve e-mail messages even though they have been deleted. Such messages may be used in disciplinary actions, up to and including termination.

2.
Clients should never consider electronic communications to be private or secure. E-mail could be stored indefinitely on any number of Company Computers, in addition to that of the recipient. Copies of the e-mails may be forwarded to others either electronically or on paper. In addition, e-mail sent to non-existent or incorrect usernames may be delivered to persons to whom they were never intended.

3.
E-mail address directories can be made available by third parties for public access.

4.
If the Company provides access to electronic mail to external Clients such as consultants, temporary employees or partners, each such person must read and sign the e-mail policy.

5.
Use of electronic mail services for purposes constituting a clear conflict of the Company’s interests or in violation of the Company’s security policies is expressly prohibited.

6.
Use of Company e-mail to participate in chain letters is not acceptable. Any chain letter received should be deleted immediately.

7.
The use of Company e-mail for a private commercial purpose is forbidden.

8.
Spamming

a.
Without the express written permission of their supervisor, Clients may not send unsolicited e-mail to persons with whom they do not have a prior relationship.

b.
Clients may not, under any circumstances, use "spoofing" or other means to disguise their identities in sending e-mail.

9.
Clients must not alter the "From:" line or other attribution-of-origin information in e-mail, messages or postings. Anonymous or pseudonymous electronic communications are forbidden.

10.
E-mail from or to in-house counsel or an attorney representing the Company should include the following warning in the header of each page:

"CONFIDENTIAL AND ATTORNEY-CLIENT PRIVILEGED. DO NOT FORWARD WITHOUT PERMISSION." 

11.
The following footer should be appended to all e-mail sent by counsel outside the company: 


"This email and any files transmitted with it are confidential and are intended solely for the use of the individual or entity to which they are addressed. This communication may contain material protected by the attorney-client privilege. If you are not the intended recipient or the person responsible for delivering the e-mail to the intended recipient, be advised that you have received this e-mail in error and that any use, dissemination, forwarding, printing or copying of this e-mail is strictly prohibited. If you have received this e-mail in error, please immediately notify the legal department by telephone at (xxx) xxx-xxxx. You will be reimbursed for reasonable costs incurred in notifying us."

12.
Clients found to be deliberately misusing email will be disciplined appropriately, up to and including termination.

C. 
Web Page Creation

1.
Company website pages must follow existing approval procedures from IT, legal, marketing or other departments, as the case may be, regarding Company documents, reports, memos, marketing information, etc.

2.
Managers and Clients are permitted to have Company Internet pages for a business-related project or function.

3.
No Company confidential material shall be made available on any Internet page.

4.
Information placed on the Company website is subject to the same restrictions as when releasing non-electronic information. Accordingly, before information is placed on the Company website, it must be reviewed and approved by legal, marketing, sales or IT, as the case may be, for release in the same manner as other official memos, reports or other official non-electronic information of the Company. 

5.
Company copyrights must be protected and placed on any information posted to the Company website as appropriate.

6.
Permission must be obtained before placing copyrighted material of another person or entity on the Company’s website. 

7.
All publicly accessible internet sites linked to the Company’s website must be thoroughly tested to ensure all links work as designed and are not “under construction” when the site is opened to the public. 

8.
The implementation and use of CGI scripts shall be monitored and controlled. CGI scripts shall not accept unchecked input. Any programs that run externally with arguments should not contain meta-characters. The developer is responsible for devising the proper regular expression to scan for shell meta-characters and shall strip out special characters before passing external input to the server software or the underlying operating system. 

9.
All Company internet servers used for hosting the Company website and connected to the Internet must have a firewall between the internet server and the Company’s Computer Network. 

D.
Privacy 

The Internet connection is a Company resource. Internet activities may be subject to monitoring, recording and periodic audits to ensure they are functioning properly and to protect against unauthorized use. In addition, the Company may access any Client’s Computer accounts or communication. The Company may disclose information obtained through such auditing to appropriate third parties, including law enforcement authorities. Use of Company resources by a Client constitutes the expressed consent by the Client to such monitoring, recording and auditing.

E. 
Client Education

1.
It is the policy of the Company to provide periodic security awareness training to all Clients as described in the Education Section of the Company’s policies. Such training will be augmented with the ever-changing issues regarding security and the Internet.

2.
Clients are encouraged to scan security-related lists, keep up with security issues and technology and share security relevant information with IT

3.
Internet security training shall include:

a.
Stand-alone training sessions or training sessions combined with other security education curriculum

b.
News flashes or tips via the Computer Network

c.
Memos

d.
Computer incident alerts

e.
Other appropriate training as determined by the Company. 

4.
New Clients will receive an orientation on the Internet within 30 days of the commencement of their employment through the IT portion of the new employee orientation program

5.
All Clients must sign an Internet Acceptable Use Agreement.

Appendix

A.
Desktop Computer Software Categories

1.
CATEGORY 1

Minimum set of application level Software installed on every desktop Computer. This Software will be installed and supported by IT. Contact IT for specific version numbers.

a.
Description Title Details

i.
Operating Systems 

(1)
Microsoft Windows

ii.
Spreadsheets 

(1)
Microsoft Excel

(2)
Lotus 1-2-3 available to a limited number of Clients

iii.
Word Processing 


(1)
Microsoft Word

(2)
Corel WordPerfect available to a limited number of Clients

iv.
Presentation Software 


(1)
Microsoft PowerPoint

(2)
Corel Presentations available to a limited number of Clients

v.
Databases 


(1)
Microsoft Access

vi.
Miscellaneous 


(1)
Adobe Acrobat Reader


(2)
CA Unicenter Agents


(3)
ClickNet Replaced by Unicenter RCO


(4)
Easy Zip


(5)
F3 Form Fill


(6)
IBM Client Access for


(7)
AS400


(8)
Internet Explorer


(9)
Lotus Notes

(10)
Netscape Communicator Replaced by IE with new Dell machines 2001

(11)
Norton AntiVirus Replaced by Unicenter AAO, 2001


(12)
Novell NetWare Scheduled for phase-out 2001

2.
CATEGORY 2

Supported Software - This Software will be installed on a per Computer basis for individual or group requirements that will be different from the standard minimal install. Contact IT for specific version numbers.

a.
Description Title Details




i.
Project Management Microsoft Project




ii.
Miscellaneous 





(1)
Cute FTP





(2)
DreamWeaver





(3)
Visio

3.
CATEGORY 3

Software that is permitted to be installed but will NOT be supported by IT.  This would be any Software that does not fit the other three Categories. 

4.
CATEGORY 4

Software that is not allowed on any Company Computer.



a.
Description Title Details

i.
Pirated Software - Legally protected software without proper permission to use it.




ii.
Known security problem software:




(1)
Buddy lists/internet




(2)
Radio




iii.
Anything that uses excessive network bandwidth




(1)
Screensavers 

iv.
Software that will damage the Company’s Computer Network in any way




v.
Anything that engages in illegal activities




vi.
Games 

vii.
Anything not allowed by the Company policies.
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